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disclosure reveals a power management device 
for intelligent hardware; that is an intelligent data 
concentrator. Here a first interface is used to 
communicatively couple intelligent hardware to the 
network and a power source and a second inteiface 
for conununicatively coupling the intelligent device 
to the plurality of client devices. The device 
processes and inteiprets data. The disclosure also 
reveals a secure networic outiet for supporting IP 
device address assigning functionality and reducing 
the consumption of global device addresses within 
a network. The disclosure further reveals a flexible 
wireless communication network wherein first and 
second connection inteifaces work with a device 
to concentrate data. The disclosure reveals an 
intelligent device that can be accessed remotely 
to reveal stams information data. Rnally, the 
disclosure reveals a method for managing access 
to a wireless personal area netwoik in an intelligent 
concentrator. In this respect there is firewall 
protection, checking of an identification code for 
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NETWORK MANAGEMENT DEVICE AND METHOD 

This disclosure is broken into six sections to facilitate the better understanding of this 
entire device. A short summary of each section is set forth before the section. 

SECTION 1 

The present invention relates to a method for managing access 
to a wireless personal area network in an intelligent concentrator. 
The method manages wireless access to a network by providing 
wireless communication in the network, providing . firewall 
•protection between the network and a wireless access device, 
receiving an identification code from the wireless access device to 
the network, determining whether the Identification code is valid, 
granting network access to the wireless access device when the 
Identification code is valid, denying network access to the wireless 
access device when the identification code is not valid, and issuing 
an alert to a network manager when the identification code is not 
valid. The identification code can be the unique media access code 
of the wireless access device or any other unique Identification code 
previously registered wlih The network manager. 
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SECTION 1 

This Section 1 relates to the field of Personal Area Networking (PAN) and access to 
those networks by various wireless access devices. More specifically, this Section 1 relates to a 
device and system for intelligently managing access to wireless networks. 

BACKGROUND 

Personal Area Networks are developing as adjuncts to local 
area networks (LANs). Modem persurial area nelworking (PAN) 
generally refers to a small group of devices that communicate 
wirelessly and are normally within a small, personal, area. The PAN 
usually communicates with a network hub or a server that provides 
connection to a larger local area network (LAN) and to the Internet 
Communication within the PAN Is generally by RF or infrared devices 
and interface with the LAN is usually accomplished by cable 
connections between the wireless hub and the network server. 

The wireless nature of a PAN implies the portability of the 
devices within it. Devices in the PAN are usually small and often 
battery powered such as laptop computers, personal data assistants 
(PDAs), or other wireless devices. There are also protocols for 
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implementing wireless network access for printers, scanners and 
other computer peripherals In the personal area network. With such 
portability, wireless access devices are easily transported between 
physical areas in the workplace as well as away from the workplace 
altogether- 
Security and safety of data in a network can be jeopardized, by 
uncontrolled access to a network by unauthorized users of wireless 
access devices, by authorized users In areas exposed to observation 
by unauthorized persons or computers, by users authorized in some 
areas but not in others, and by authorized network users with 
unauthorized devices. Wireless access removes what limited 
restrictions on access as are provided by wired connection. 

Existing means of controlling access to wireless networks are 
similar to those used in the wired arena. They are typically 
centralized controls residing in a server in a network and dependent 
on the physical location of the connection point of the various 
access devices. Wireless access devices reduce the significance of 
physical location of connection points and thereby their, utility In 
limiting access to authorized users. 
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What Is neieded; then, Is means of controlling access to 
wireless networks, such as. personal area networks, in order to 
provide security for Ihose personal area nelworKs againsl access. by 
unauthorized users and unauthorized devices. Furthermore, such 
means should not be dependent on the permanent physical location of 
a ponnectlon point. 
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SUMMARY 

Presented herein is a method for controlling access to . 
wireless networks, such as personal area networks, in. order to 
provide security for those personal area networks against access by 
unauthorized users and unauthorized deyioes. Furthenmore, the 
method of providing such security is not dependent on the permanent 
physical location of a connection point. 

The present invention relates to a method for. managing access 
to a wireless personal area network in an intelligent concentrator. 
The method manages wireless access to a network by providing 
wireless communication in the network, providing firewall 
protection between the network and a wireless access device, 
receiving an identification code from the wireless access device to 
the network, determining whether the Identification code Is valid, 
granting network access to the wireless access device when the 
identification code is valid, denying network access to the wireless 
access device when the Identification code is not valid, and issuing 
an alert to a network manager when the identification code Is not 
valid. The identification code can be the unique media access code 
of the wireless access device or any other unique identification code 
previously registered with the network manager. 
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These and other objects and advantages ot the present 
invention will become obvious to those 'of ordinary skill in the an 
after having read the following detailed description of the preferred 
einbodirnenls wfiich are illustrated In the various drawing figures. 
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BRIEF DESCRiPTtON OF THE DHAWINGS 

The operation of this invention can be best visualized by 
reference to the .drawings. 

Figure 1 illustrates a local area. network with personal area 
network adjuncts and internet , access.. 

t-igure 2 Illustrates a physical implementation of one 
embodiment of the present invention. 
-i. 

Figure 3 illustrates a physical implementation of one 
embodiment of the present invention. 
4- 

Figure 4 illustrates a physical implementation of one 

embodiment of the present invention. 

Figure 5 illustrates a block flow diagram of one embodiment of 
the present Invention. 
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BEST MODE FOR CARRYING OUTTHE INVENTION 

Reference will now be made In detail to the preferred 
embodiments of the invention, examples of which arfe illustrated In 
the accompanying drawings. While the Invention will be described in 
conjunction with the preferred embodiments, it will be understood, 
that they are not intended to limit the invention to these 
embodiments. On the contrary, the Invention is intended to cover 
alternatives, modifications and equivalents, which may be included 
within the spirit and scope of the invention as defined by the 
appended claims. Furthermore, in the following detailed description 
of the present invention, numerous specific details are set forth in 
order to provide a thorough understanding of the present Invention. 
However, it will be obvious to one of ordinary skill In the art that 
the present Invention may be practiced without these specific 
details. In other instances, well-known methods, procedures, 
components, and circuits have not been described in detail so as not 
to unnecessarily obscure aspects of the present invention. 

Some portions of the detailed descriptions that follow are 
presented in terms of procedures, logic blocks, processing, and other 
symbolic representations of operations on signals within an 
electronic circuit. These descriptions and representations are the 
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means used by those skilled In the eieetroniG arts to most 
effectively convey the substance of Uieir work to others skilled in 
the art. A procedure, logic blocks process, etc., Is here, ahd 
generally, conceived to be a selt-consistent sequence of steps or 
inBtructlons leading to a desired result. . The steps are those 
requiring physical manipulations of phyoioal quantities. Usually, 
though not necessarily, these quantities take the form of olcctrical 
or magnetic signals capable of being stored, transferred, combined, 
compared, and otherwise manipulated in an electronic system - 

Figure 1 illustrates a local area network that includes server 

1 1 
104 and distributed Intelligent concentrators 100 connected by data 

1 

lines 120. Intelligent concentrators 100 iact as wireless hubs for 
work centers 110 and m which results in each work center being 
iiTiplenieriled as a Personal Area Network (PAN). Note here that the 
term "personal area nehwork" typically refers to a small network 

1 

linked wirelessly to a larger local area network. Work center 112 is 
a hard-wired work center but acts in every way the same as a 
perconal area nctworke except for the restricted motion of the hard- 
wired devices in the work center all connected to an intelligent 
1 

concentrator 100. Note that the intelligent concentrator referred to 
in this discussion Is one physical implBmentation of this 
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embodiment of the preseht invention. Other embodiments may be 
implemented in other." physical devices,. 

i- 

Personal area network 110 is a typical PAN. It includes 

i. ' 

wireless access devices 105, a PDA enabled for. wireless network 

1. 4. 
access, laptop computer 101, work station 107, and. network printer 

1 

108. Each of these wireless access devices communicates with 

.1 

jntelligent concentrator 100 by means of wireless communication 
i- 

130 which may be a radio frequency (RF) protocol, such as Bluetooth 
or some other RF protocol, or Infrared (IR). 

Note that wireless communication enables and implies a 
temporary nature to the specific suite of wireless access devices 
within the personal area network. A user may carry a PDA at all 
times while moving about the workplace, or even when outside of 
the workplace, and access the network with It only occasionally. 

Data-enabled cell phone 106, shown communicating with intelligent 

u J. 
concentrator 135 in personal area network 111, Is another highly 

portable wireless access device that would likely access the 

wireless network on an occasional basis. Yet another possible 

i. 

wireless access device Is illustrated by scanner 109. In this 
embodiment of the present invention, the intelligent concentrators, 
WO, are enabled to determine, by this embodiment of the present 
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Invention and upon each attempt to access .the network, whether 
each wireless access device Is an authorized device,. 

1 1 

An Intelligent concentrator, illustrated at 100 in Rgure 1, is 
easy to install and reliably, provides a hub and connection point for 
access to Voice & Data Networks. The embodiment of the present 
invention discussed here lis Implemented through miniaturized 
hardware that could be Installed inside a wall or in an internal space 
provided for in an office cubicle. Power is easily supplied using the 
same hardware, either locally or remotely over network cabling . 
Access to device power is simultaneously accessible with data line 
connection in a wired connection. Wireless access devices are 
commonly battery powered or receive power from some other source. 

Figure 2 illustrates a possible configuration for the physical 
Implementation of an embodiment of the present invention. 
Intelligent concentrator 200 is shown in side cutaway view, with 
connector jacks 204 for possible wired connections and wireless 
communication device 207 shown in one of several conceivable 
arrangements. Wireless communication device 207 is envisioned as 
being enabled in a variety of protocols. Multiplexing of signals to 
and from server 104 would very likely be under the control of in- 
unit electronics suite 202. Those signals, in one embodiment of the 
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present invention^ would be mulliplexed onto single cable 100 and 
connect to intelligent qbncentrator 20t) via Ijack-of-unit connector 

206: 

' . ± i 

Also shown In Figure 2 is an add-on device 203. A range of 

possfbiiitles exists for the functions of device 203. It could be 

implemented as an intelligent device, capable of being remotely 

tested, allowing the network Infrastructure and iritegrlty of the 

network cabling to be tested and evaluated from a central location, 

without any action being required at the work site. Device 203 can 

also be implemented as a physical security device, capable of 

preventing physical attachment to the LAN cabling without a 

notification being sent to the server that the physical network port 

t 

has been compromised. Device 203 can also simply be a dust cover 
installed on an intelligenl concentrator that Is only involved In a 
wireless personal area network, obviating tlie need for wired 
connectors 204. In one embodiment, wired connectors 204 are 
implemented as standard communications jacks, such as RJ45. 
Additionally, status indicator lights arc mounted on the surface of 
the intelligent concentrator in another embodiment. 

Figure 3 Illustrates one configuration for the user-accessible 
face of an Intelligent concentrator, one physical implementation of 
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this embodiment of Ihe present Invention. Intelligent concentrator 
100 is shown here with four RJ-45 jacks. 204. There Is space, ev^n 
if an intelligent concentrator takes Ihe form factor ot a standard 
wall plate devrce, for more jacks,. 308. These other Jacks could 
enable a parallel connection to a dtfferenjt network or to a telephone 

system independent of a LAN or to a number of other envisioned 

±- . 1 
possibilities. Figure 3 also shows statgs Indicator light 305 which 

could be implemented in another implementation of thie embodiment. 

Again shown, in Figure 3, is wireless communication device 

207. Device 207 can be Implemented in any number of wireless 

standards for wireless connection to the network. The necessary 

Transceiver electronics for device 207 are contained in the body of 

concentrator 100. Integral with Internal electronics 202 In Figure 2. 

Other fmplenienlations could Implement the circuitry in other ways, 

however. Power for communications device 207 and Its associated 

1. 

circuitry can, like that for intelligent electronic; circuitry 202 and 
u 

device 203, be received via multiplexed cabling. 

Figure 4 illustrates one implementation for supplying device 
power. Here utility socket 320 is shown In order to illustrate the 
application of high voltage or current power that reaches the 
intelligent concentrator via cabling parallel to the data cabling. 
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With access to the power being through Intelligent concentrator 
200, management and control of a power supply to a device can still 
be maintained even though the data Is communicated wirelessiy. The 
Illustration of a utility power socket Is not meant to imply, that 
there is some special application of utility AC power in this 
embodiment, it is solely meant to illustrate a parallel application 
of high-voltage power through an Intelligent conpentrator. . 
o- 

Figure 5 Illustrates a block flow diagram of one embodiment of 

1 

the present invention. There, in process 500. a distributed firewall 

X 

is provided at 510 for each applicable network work center. 
Network wireless access devices, such as computers, PDAs, data- 
enabled cell phones, and computer peripherals, attempt network 
access by submitting a unique identification code which Is received 
by the distributed firewall at 520. At 530, the submitted 

identification code is compared to a list of valid, registered 

t 

identification codes. If the submitted code is valid, 540, network 

access is granted at 570 and the process ends at 5997 If the 

identification code is not valid, network access Is denied at 550^ and 

an alert flag is raised to the network manager, 560^ Again, the 

J. 

process ends at 599. 

A significant advantage offered by this embodiment is in the 
uniqueness of the list of valid identification codes, in this 
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embodiment media access podes (MACs), that is supplied to each 
distributed firewall when the network is started. Note that the MAC 
(Media Access Control) address is a device's unique hardware 
number. On an Ethernet LAN, it is generally the same as the device's 
ethernet address. When a device is connected to the Internet from a 
computer or host, a correspondence table relates the IP address to 
the computer's physical address; on the LAN, 

Each distributed firewall has its own unique Identification 
with the network manager and is given the list of codes applicable 
to that particular distributed firewalL The network manager, for 
example^ can have a wireless laptop computer whose identification 
code is on every list issued in the network. Then the network 
manager can access the network from any personal area network 
location in the entire network. A personal area network user can 
have a PDA that is valid for access at the user's workstation and 
also at a laboratory that the user often works in. 

In another example of the utility of this embodiment of the 
present Invention, if two users have personal area networks 
adjacent to each other^ their wireless access devices have unique 
codes that are not found on each other's applicable valid code list. 
In that way, restrictions can be implemented that prevent cross- 
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talk between personal area networks and can also provide a layer of 
network authorization management! 

Some distributed firewalls can be implemented with unlimited 
valid codes but with limited network access to wireless .devices 
that access the network though, those firewalls. This is useful in a 
company lobby where visitors can use their own wireless access 
devices to access the. network as far as phone directories and 
promotional Information but not as far as entry into restricted 
network areas. 

In one embodiment of the present invention, the distributed 
firewall is Implemented as firmware in an intelligent concentrator. 
In another embodiment, the firewall is implemented as. software In a 
wireless network hub where It is in conirol of access from several 
personal area networks that arc centered on the same physical hub. 
A common thread between these implementations is the distributed 
access control afforded to the distributed firewalls by the separate 
maintenance of the valid access code lists. 

Each list in this embodiment of the present invention contains 
information such as a unique firewall Identification code/ the 
physical residency and location of the firewall, a list of designated 
users, and a list of registered MAC addresses. The list of users for a 



wo 02/102019 



17 



PCT/US02/12879 



work Station personal area network can be as small as to include 
only the network manager and the personal area networks primary 
user. The list for a firewall associated with a conference room, for 
example, can have no restrictions on users but significant 
limitations on nelwork resources that are accessible from the 
conference room. 

The number of possible variations in access lists Is limited 
only by nehwork and workplace needs. This embodiment affords an 
extremely adaptable wireless networt< access management tool to 
the network manager. 

The foregoing descriptions of specific enibodlments of the 
present invention have been presented for purposes of Illustration 
and description. They are not Intended to be exhaustive or to limit 
the invention to tho precise forms disclosed, and obviously many 
modifications and variations are possible In light of the above 
teaching. The embodiments were chosen and described in order to 
best explain the principles of the invention and Its practical 
application, to thereby enable others skilled In the art to best 
utilize the invention and various embodiments with various 
modifications as are suited to the particular use contemplated. It is 
Intended that the scope of the invention be defined by the Claims 
appended hereto and their equivalents. 





wo 02/102019 



PCT/US02/12879 



18 



SECTION 2 



A method for efficiently managing a network using intelligent hardware. 
An intelligent device Is provided, wherein the intelligent device is 
communicatively coupled to a voice or data network. The intelligent device is 
configured to communicatively couple a plurality of electronic devices to the 
network. Status information data of the intelligent device fs accessed such that 
the intelligent device is con figured to be monitored remotely. In one 
embodiment, the intelligent device comprises a first Interface for 
communicatively coupling the intelligent device to the network and a second 
interface for communicatively coupling the Intelligent device to the plurality of 
client devices. The intelligent device also comprises means for processing 
arid interpreting data coupled to the first interface, and status information 
provision means coupled to the means for processing and interpreting data. In 
one embodiment, the status information provision means is configured to 
obtain the status information data of the intelligent device and is configured to 
provide status information data for remote access. 
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SECTION 2 

This Section 2 relates to the field of computer networks. In particular, this Section 2 
relates to a method for efficiently managing a network using intelligent hardware. 

BACKGROUND 

Present computer networks often are comprised of hundreds or 
thousands of computer systems and other electronic devices (e.g., printers, 
personal digital assistants, and VOIP-enabled voice telephones). These 
computer systems and electronic devices each consume varying amounts of 
network resources at various tirneti. As a result, it can be extremely 
challenging for Information Servlcae (IS) personnel to efflcienOy manage large 
networks. 

One challenge facing IS personnel is that it is often difficult to know the 
status (e.g.. data transfer information) of a particular computer system or 
electronic device on the network at a particular time. This information is 
desirable as ft can assist the IS personnel in efficiently managing the 
resources of the networi< by helping them to understand the present needs of 
the network. Furthermore, the status information can be used to aid in fault 
delecUon on the network. 
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Since IS personnel are often responsible for a very large number of 
computer systems and eiectronir. devices coupled to the network, it is 
desirable to be able to monitor the activity of the network from a central location. 
While current networks often have a central location for monitoring the network, 
it is difficult to monitor the activity, of each computer system or electronic device. 
Typically, computer systems are coupled to routers or hubs. While it is 
possible to monitor the activity into the hubs and routers, it is not possible to 
monitor the activity out because the hubs do not possess the intelligence 
necessary to provide such Infonmation. 

Another concern of IS personnel Is lo ensure that the network is secure. 
It is essential for IS personnel to be aware of all network activity, ssu that they are 
aware of suspicioui^ use of the neiwork. For example, if a certain computer 
system Is accessing the network at a time when It should not hft, the IS 
personnel need to be aware of this so they can Investigate. Furthermore, In the 
event that it is determined that inappropriate activity is occurring at a computer 
system, it is desirable that the IS personnel be able to shut down the computer 
system. Furthermore, physical asset security is another problem facing IS 
personnel today. 

IS personnel need to manage the resources that are connected by local 
area networks (LANs) which often are comprised of multiple routers, switches 
and hubs. Th© networks that ©xiet tend to grow and evolve over time; the 
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physical locations of a epecific PC often will shift over Unie. These changes 
can occur when an eniployee moves to jnin a new group or is rolocatcd from 
location another within the office. Typically, the specific location of a <?omputer 
system in the workplace is not easily recalled as records are often not kept or 
age rapidly and become out of date. Even in situations where a record exists, 
the patch cable connecting a computer system to a switch port is often 
changed In the wiring closet without any formal recording of the change. 

An IS person may know that a specific PC is the source of network 
prot)lem or needs to be visited by a technician to provide sen^Ice. IS can Identify 
a machine by examining an identifier such as the hard coded MAC address of 
it's Network Interface Card (NIC), but while this infomiatlon is necessary It Is 
not sufficient to provide any real guidance as to the physical location of the PC. 
The IS person may also know that a problem exists with a machine thM is 
bound to an IP address (either static or dynamically assigned). However, while 
necessary the knowledge of the IP address by itself is not sufficient to locate 
the computer. 

Furthermore, current network management techniques are not easy to 
use» and require a significant amount of training. It Is desirable that network 
management systems be easy to use as well as inexpensive. 
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Accordingly, a ne9d exists for a method and device thertfoF for efficiently 
managing a network. Also, a need exists for a method and a device thereof that 
accomplishes the above need and is controlled from a remote management 
stationv Also, a need exists for a method and a device thereof that 
accomplishes the above needs and aids in managing the security of a network. 
Finally, a needs exists for a method and a device thereof that accomplishes the 
above needs and is easy to use. 
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SUMMARY OF THE INVENTION 

The present invention provides a methnd and device thereof for cfrfciently 
nnanaging a network. The present Invention also provides a method and a 
device thereof that is controlled from a remote management station. The 
present invention also provides a method and a device thereof for aiding in 
managing the security of a network. Finally, the present Invention also provides 
a method and a device thereof that accomplishes the above and is easy to use. 

A method for efficiently managing a network using an intelligent device is 
provided. An intelligent device is provided, wherein the intelJigent device is 
communicatively coupled to a voice or data network. The intelligent device Is 
configured to communicatively coupio a plurality of electronic devices lo the 
network. Status Information data of the intelligent device is accessed such that 
the Intelligent device is configured to be monitored remotely. 

In one embodiment, the Intelligent device comprises a first interface for. 
communicatively coupling the Intelligent device to the network and a second 
interface for communicatively coupling the intelligent device to the plurality of 
client devices- The intelligent device also comprises means for processing 
and interpreting data coupled to the first interface, and status information 
provision means coupled to the means for processing and Interpreting data. In 
one embodiment, the status Infonmation provisiun means is configured to 
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obtain the status information data of the intelligent device and is configured to 
provide status Information data for remote access. 

In one embodiment, the intelligent device is communicatively coupled 
over tlie network to a computer system for accessing the status information 
provision means. In one embodiment, the computer system is a remote 
monitoring unit. 

In one embodiment, the computer system comprises a display for 
displaying the status information of the intelligent device. In one embodiment, 
the display comprises a graphiudi ub'er interface configured for allowing a user 
to interact with the status infomrjation of the intelligent device* In one 
embodiments the display is for displaying a graphical representation of the 
network. 

In one embodiment, the intelligent device is coupled to a power source 
over the network, the power source for providing power to the intelligent device. 
In one embodiment a power level of the intelligent device is controlled over the 
network. 
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BRIEF DFSCRIPTIOISI OF THE DRAWINGS 



The accompanying drawings, which are incnrporated in and fonm a part 
of this specification, illustrate embodiments of the invention and. together with 
the description, serve to explain iAB principles of the invention: 

a. 

FIGURE 1 illustrates an exemplary wired desktop cluster coupled to a 
local area network (LAN) in accordance with one embodiment of the present 
invention. 

FIGURE 2 is a block diagram of a cross-sectional view of an Intelligent 
data concentrator in accordance v\ath one embodiment of the present invention. 

FIGURE 3 is an Illustration of a perspective view of an exemplary 
faceplate of an intelligent data concentrator in accordance with one 
embodiment of the present invention. 

FIGURE 4 is a block diagram of an exemplary LAN upon which 
embodiments of the present invention may be practiced. 

FIGURE 5% a flowchart diagram of the steps In a process for efficient 
management of a network using an intelligent device (e.g., an intelligent data 
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concentrator) for providing access to voice and data networks in accordance 
with one enrjbodiment of the present invention. 

FIGURE 6 is a block diagram of an intelligent data concentrator 
configured for performing a process of efficient management of a network fn 
accordance with an embodiment of the present invention. 

FIGURE 7 is an exemplary screen shot of a display for displaying a 
network comprising a plurality of Intelligent devices in accordance v^h an 
embodiment of the present invention. 



FIGURE 8 illustrates an exemplary computer system platform upon 
which embodiments nf the present invention may be practiced. 
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DETAILFD DESCRIPTION 

In the following detailed rip.scription, for purposes of explanation, 
nunrierous specific details are set forth in order to provide a thorough 
understanding of the present Invention. However, it will be apparent to one 
skilled In the art that the present invention may be practiced without these 
specific details. In other instances, well-known structures and devices are not 
described in detail in order to avoid obscuring aspects of the present Invention. 

Some portions of the detailed descriptions which follow are presented in 
tenns of procedures, steps, logic blocks, processing, and other symbolic 
representations of operations on data bits within a computer memory. These 
descrlptione and reproscntetions are the means used by thosi; skilled in the 
data processing arts to most effectively convey the substance of their work to 
Others skilled in the art. A procedure, computer executed step, logic block, 
process, etc.. Is here and generally conceived to be a self-consistent sequence 
of steps of instructions leading tq a desired result. The steps are those 
requiring physical manipulations of data representing physical quantities to 
achieve tangible and useful results. It has proven convenient at times, 
principally for reasons of common usage, to refer to these signals as bits, 
values, elements, symbols, characters, temns, numbers or the like. 

It should be borne in rnind,; however, that all of these and similar terms 
are to bo associated with the appropriate physical quantities and are merely 
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convenient labels applied to these quantities. Unless speuiricaDy stated 
othewise as apparent from the following discussions, it is appreciated that 
throughout the present Invention, discussions utilizing terms such as 
"providing", "accessing", "coupling", ^'monitoring", "managing" or the lilce, refer 
to the actions and processes of a computer system, or similar electronic 
computing device, such as intelligent hardware or an Inteiilgent data 
concentrator. The computer system or similar electronic device manipulates 
and transfomis data represented as electronic quantities within the computer 
system's registers and memories into other data similarly represented as 
physical quantities within the computer system memories into other data 
similarly represented as pi lysicah quantities Within the computer system 
memories or registers or other such infonnation storage, transmi:>^iuru or 
display devices. 

Portions of the present Invention are comprised of computer-readable 
and computer executable instructions which reside, for example, in computer- 
usable media of a computer system or intelligent hardware (e.g., an intelligent 
data concentrator). It is appredated that the present Invention can operate 
within a number of different computer systems Including general purpose 
computer systems, embedded computer systems, and stand alone computer 
systems specially adapted for controlling automatic test equipment. 
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The present invention prbvidcs a method for efficiently managing a 
network using intelligent hardware, also referred to herein as an Intelligent data 
concentrator. The described method can be controlled from ^ computer 
system communicatively coupled to the intelligent device over the network. In* 
one embodiment, the computer system is a remote monitoring unit. 

Figure 1 Illustrates an exemplary personal area network (PAN) 100 

2. 

coupled to a local area network (LAN) 150 in accordance with one embodiment 
of the present invention. PAN 100 comprises IP telephony 110. notebook 120, 
desktop workstation I30%nd printer l4ofeach of which Is communicatively 
coupled to Intelligent data concentrator 210. Intelligent data concentrator 210 Is 
coupled to LAN ISO^thus acting as an interface from the various client devices 
(e.g.. comprises IP telephony 110, notebook 120, desktop workstation 130. and 
printer 140) to LAN 150,^ 

7. 

In one embodiment, the electronic devices of PAN 100 (e.g.. comprises 
IP telephony 110, notebook 120, desktop workstation 130, and printer 140) 
receive power over LAN 150 through intelligent data concentrator 210. In the 
present embodiment, a remote power source transmits power across LAN 150^ 
to Intelligent data concentrator 210. In one embodiment, electronic devices 
coupled TO Intelligent data concentrator 210 are configured to receive the power 
they require to operate over LAN 1 50. 



wo 02/102019 PCTAJS02/12879 

30 

Figure 2 is a block diagram 200 of a cross-sectional view or an 

intelligent data concentrator 210Jn accordance with one embodiment of the 

present invention. This embodiment of the present invention implements 

intelligent hardware that is easy to install and reliably provides an attachment 

point for access to voice and data networks 240. The embodiment Is 

implemented through miniaturized hardware that can be installed inside of a 

I 

wall or in internal space provided for in an office cubicle. One surface 230 of 
this embodiment is intended to be accessible by the end user and would in 
most instances be on an- external surface of a workspace. 

2. z 

A plurality of ports 220 are mounted on the external surface 230 of this 

embodiment In one embodiment, communicotion port 220 is an R J-45 jack. 

z 

In another embodiment port 220 is an RJ-11 jack. It should bo appreciated 
z 

that port 220 is not limited to any particular jack, and that any type of 
communication port can be used.. Additionally, while intelligent data 
concentrator 210 illustrates four ports 220. it should be appreciated that 
alternative implementations could support a greater or lesser number of ports 
220^ 



2. 

Connections to the central data (l^N) or voice network 240 are 

terminated al lntelligent data concentrator 210 for coupling to ports 220, 

... ' t. 

Termination of the network cabling 250 (voice or data) will provide for both a 
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reliablfi electrical and mechanical connection for industry standard 
communications cabling sucli as CAT-3, CAT-5, CAT-5E or similar cabling. 



In one embodiment, intelligent data concentrator 210 receives power 

2-2- 7. 

over network cabling 250 from network 240. A remote power source 260 
transmits power over network cabling 250 to provide intelligent data 
concentrator 210 with the power it requires to operate. In one embodiment, 
intelligent data concentrator 210 is configured to transmit power to connected 
electronic devices through ports 220. 



7. 

Figure 3 is an illuslration of a perspective view 3U0 ot an exemplary user- 
accessible surface 230 of an intc.lligent data concentrator 210 in accordance 
witli one embodiment of the present invention. A user is able to connect data 
devices to a voice or data network through ports 220. As described above, in 
one embodiment of the present invention, intelligent data concentrator 210 is 
configured to transmit power to connected electronic devices through ports 
220. 



Figure 4 is a block diagram of an exemplary l-AN 400 upon which 
embodiments of the present invention may be practiced. In one embodiment 
UVN 400 compnses a remote monitoring unit 405 and intelligent hardware 410, 
415, and 420. In one embodiment, leiiiote monitoring unit 405 is a computer 
system (e.g., computer system 100 of Figure 1). However, it should be 
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appreciated that remote monitoring unit 405 may be another eleclrunic device 
configured for managing networks (e.g., a router or a hub). 



2. a. -7^ 

In one embodiment, intelligent hardware 410, 415 and 420 are 
intelligent data concentrators (e.g., intelligent data concentrator 210 of Figure 2 
or Intelligent data concentrator 602 of Figure 6), In one embodiment, remote 
monitoring unit 405 can access the intelligence (e.g., intelligence 612 of Figure 
6) of intelligent hardware 410, 415 and 420. In another embodiment, remote 
monitoring unit 405 is a central data switch or hub. Intelligent hardware 410, 
415 and 420 are communicatively coupled to remote monitoring unit 405 over 
links 440, 445 and 450, respeclively. In one embodiment, links 44U, 445 and 
450 are network cabling. In one embodiment, links 440, 445 and 460 also are 
coupled a pow^r source (e.g. power source 250 of Figure 2 or power source 
609 of Figure 6), such that they provide power to intelligent hardware 410. 415 
and 420. 



In one embodiment, intelligent hardware 410, 415 and 420 are 
connected to remote monitoring unit 405 by means of network cabling. In the 
current embodiment, CAT 3 or 5. cabling is used and an Ethernet physical 
interface is employed. However,, it should be appreciated that the present 
Invention will work with other types of l-ANs, such as LANs with differing 
physical connections or adopted for use \u RF wireless and optical systems. 
As discussed above, In one embodiment link© 440, 445 and 450 also provide 
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power to Intelligent hardware 410, 415 and 42(f In one ennbodiment, the 
power is supplied over network cabling. 

Intelligent hardware 410 is coupled to electronic devices 425a and 425b. 
Similarly, intelligent hardware 415 Is coupled to electronic devices 430a. 430b 
and 430crand Intelligent hardware 420% coupled to electronic devices 435a^ 
and 435b!* It should be appreciated that electronic devices can comprise any 
number of data devices or client devices, including but not limited to: computer 
systems, printers, voice IP telephones, and fax machines configured for use 
over voice IP networks. 



In one embodiment, the intelligent hardware is configured to provide 
power to connected electronic devices. For example, in the present 
embodiment. Intelligent hardware 410 supplies power to electronic devices 
425a^nd 425b^ It should be appreciated that electronic devices connected to 
an intelligent hardware may receive power over LAN 400. Power is supplied to 
the intelligent hardware, and an electronic device configured to receive power 
through the Intelligent hardware receives its operating power through the 
intelligent hardware. 

Figure 5 is a flowchart diagram of the steps In a process 500 for efficient 
management of Intelligent hardware (e.g., an irilelligent data concentrator) for 
providing access to voice and data networks. Steps of procoee 500. In the 
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present embodiment, may bo implemented with any computer languages used 
by those of ordinary sklli in the art. 

At step 510, an intelligent device (e,g.. intelligent data concentrator 210 of 
Figure 2 or intelligent data concentrator 602 of Figure 6) is provided, wherein 
the intelligent device is communicatively coupled to a voice or data networlc. 
The intelligent device is for communicatively coupling electronic devices to a 
network. The intelligent device comprises a status information provision 
means and Is configured such that the intelligent device Is. configured to be 
monitored remotely. The status information provision means is configured to 
obtain status InfoimaUon of the Intelligent device and provide the status 
infonDation for remote access. 

At step 520 of process 500, the status information provision means of 
the intelligent device is accessed over the network. The status information data 
of the intelligent device is accessed such that the Intelligent device is 
configured to be monitored remotely. 

In one embodiment, the intelligent device is communicatively coupled 
over the network to a computer system for accessing the status information 
provision means. In one embodiment^ the computer system is a remote 
monitoring unit. . In one embodiment, the Uetiuribed method can be controlled 
from a remote monftoring unit by an information technology (IT) manager. In 
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another embodiment, the present Invention may be conli oiled from any 
computer system on the network, subject to security safeguards. 

In one embodiment, the pomputer system or remote monitoring unit 
comprises a display (e.g., display device 805 of Figure 8) for displaying the 
status information of the intelligent device. In one embodiment, the display 
comprises a graphical user interface configured for allowing a user to interact 
with the status Infonmation of the intelligent device. In one embodiment, the 
display is for displaying a graphical representation of the network. 

In one embodlmenl, over the network, the IT manager at the remote 
monitoring unit is able to monltor'the activity of each intelligent concentrator. 
The IT manager is able to graphically view the current activity of an Intelligent 
concentrator. In one embodiment a computer system with a graphical user 
interface is used, wherein the networl< is displayed on a computer screen (e.g.. 
screen shot 700 of Figure 7). Each intelligent concentrator is depicted as a 
screen icon. By Interacting wth the icon for a particular Intelligent concentrator, 
it is determined what activity the Intelligent concentrator is currently performing. 

In another embodiment, the present invention creates a physical view 
drawing of the network. In the present embodiment, the drawing of the network 
is displayed on the computer screen of a computer system with a graphical 
user interface. 
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In one embodiment, the intelligent device coupled to a power source 
over the network, the power source for providing power to the intelligent device. 
In one embodiment, a power level of the intelligent device Is controlled over the 
network. In one embodiment, the power level is controlled at a computer 
system connected to the network. In another embodiment, an IT manager can 
control the power of an intelligent concentrator, such that the IT manager may 
turn the device on or off. This is- an effective tool for managing the use of 
intelligent concentrators in both IT management and security scenarios. 

In another embodiment, a log fs created for each Intelligent concentrator 
is created and stored. By interacting with an Icon for a particular Intelligent 
concentrator, it Is determined what activity the intelligent concentrator has 
perfomied over the length of the tog. In one embodiment, the log Is stored at a 
remote computer system or remote monitoring unit. In another embodiment, 
the log is stored in the intelligent device. 

In one embodiment, the intelligent device is configured to be assigned a 
distinct device location identifier associated therewith. In one embodiment, the 
device location Identifier is pre-configured into the Intelligent device. In another 
embodiment, the device location identifier is assigned at installation. By 
assigning each ifilelllgent concentrator a distinct device location identifier, the 
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network can he mapped and managed with greater ease, as the location and 
connections for each intelligent device can h« monitored. 

In one embodiment, the intelligent device allows for the recording of the 
physical location of a connected electronic device and actively monitor the MAC 
address or the IP addresses of the networked devices that are attached to it. In 
another embodiment, the Intelligent device is installed In close proximity to the 
attached devices such that knowledge of the location of the intelligent device is 
equivalent to knowing the physical location of the attached asset (e.g., a 
computer system or networked printer), 

if) one embodiment, device location Identifier is stored In a non-volatile 
storage element. The present embodiment allows the device location identifier 
to remain intact in the face of power outages or Intentional powering down to 
the intelligent device during servicing or as part of a system power 
management scheme. In one embodiment, the 

In one embodiment, the device location Identifier is subject to inadvertent 
or intentional modification by unauthorized users since corruption of the stored 
location information can hinder the maintenance of the networic assets and can 
reduce network security provided to the attached assets. 

In one embodiment, the specific identification string that is used to call 
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out a device location identifier ie'flcxiblo. In one embodiment, Inaditional 
numeric identifiers suchj as cubicle or workspace numbers can be used. In 
another embodiment, the naming conventions used to idfintify a workspace or 
conference room are used. 

In one embodiment, the device location identifier Is entered by a client 
device communicatively coupled with the intelligent device. In one 
embodiment, the client device is wirelessly coupled to the intelligent device. In 
another embodiment, the client device Is coupled to the intelligent device over a 
wired connection. In one embodiment, the device location identifier is entered 
into the intelligent device by a programming port provided for this purpose. In 
another embodiment, the device location identifier Is entered inlu the intelligent 
device over the network. 

In one embodiment, the device location identifier is intended to 
pemianently bind the intelligent device to a specific location so as to prevent 
unauthorized access to or modification of this data. In one embodiment, 
lockout mechanisms exist to prevent local or remote modification or corruption 
of this Information. In one emoojaiment, the lockout mechanism authenticates 
a station through Challenge Access Protocol (CHAP) where a hard coded 
serial number entered into the unit at manufacture serves as the user name in 
a handshake with a managemeiil/corifiguratlon station that Is used to enter the 
device location. 
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In one ennbodlment, an inventory of the MAC addresses that are 
connected to specific intelligent devices can be nnade over the network 
connections. If an asset (e.g., a computer system, a printer or another 
networked device) ts moved or removed this event cari be detected. If remote 
network based power on mechanisms exist in the NlCs of the attached 
computer systems or other network attached devices, a spot inventory can be 
taken without regard to the current power status of the computer system that is 
connected to the Intelligent device. In another embodiment, having the 
Intelligent device examine the NIC's MAC address can restrict access control to 
a network point of pieseiice in a specinc area. 

22. Z- ^ 

Figure 6 is a block diagram 600 of an intelligent data concentrator 602 
configured for peri'ornning a process of efficiently managing a network using 
intelligent hardware in accordance with an embodiment of the present 
invention. 

Intelligent data concentrator 602 comprises a first interface 604 for 
communicatively coupling intelligent data concentrator 602 to networic 608 and 
for receiving power transmitted from power source 60^bver network 608. 
Intelligent data concentrator 602^lso comprises a plurality of second 
interfaces 606a-d for communicalively coupling Intelligent data concentrator 
602 to a plurality of electronic device© 610a-d. In one embodiment, second 



wo 02/102019 PCT/US02/12879 

40 

internees 606a-d are communication ports (e.g., communicaliun ports 220 of 
Figure 2^^ It should be appreciated that there can b© any number of second 
interfaces 606d-d, and that the present invention is not meant to limit the 
number of second interfaces 606a-d. First interface 604 operating in 
conjunction with second interfaces 606a-d operates to connect electronic 
devices 610a-d to network 608. 



In another embodiment, second interfaces 606a-d are configured to 
provide power to connected electronic devices. In the present embodiment, 
first intertace 604 operating in conjunction with second interfaces 606a-d 
operates to conneul electronic devices 610a-d to power source 609, thus 
providing electronic devices 610a-d with power. 



z z 
Intelligent data concentrator 602 also comprises IntelligRnce 612. In 

one embodiment, Intelligence 6l!2^comprises means for processing and 

interpreting data 614 coupled to the first interface 604 and status information 

2 

provision means 616 coupled to the means for processing and Interpreting 
data 614. Means for processing and interpreting data 614 is intended to 
include, but not limited to: a processor, a robust processor and a central 
processing unit (CPU). 



2. 

In one embodiment status irifunnation provision means 616 is a 
software implementation (e.g., a , hardware power mode controller) In intelligent 
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d^td concentrator 602. Aiterndtively, dtatus information provision means 616 
can be Implemented by hardware or firmware (e.g.. s software or firmware 
power mode controller). 



1 

In one embodiment, status information provision means 616 operates to 
obtain status information of intelligent data concentrator 602 (e.g., data transfer 
between first interface 604 and second interfaces 606a-dX and to provide 
access to the status information. 

a 

In one embodiment, status information provision means 616 operates In 

a. 

conjunction with a remote monitoring unit (e»g., remote monitoring unit 405 of 

^ a ■ ^ 

Figure 4) of network 608 for performing efficient management of network 608. 

In another embodiment, status InfiFcrm^tion provision means is controlled by a 

remote monitoring unit (e.g., remote nrK)nftoring unit 405 of Figure 4) for 

accessing the status information of intelligent data concentrator 602^ 

Figure 7 is an exemplary screen shot 700 of a display (e^g,, display 
device 805 of Figure 8} for displaying a network comprising a plurality of 
intelligent devices in accordance, with an embodiment of the present invention. 
In one embodiment, the present invention creates a graphical representation 
(e.g., a physical view drawing) of network 720, In the present embodiment, the 
drawing of network 720 is displayed on the compuler i>creen (e.g., display 
device 80^of Figure 8^ of a computer system with a graphical user interface. 
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In one embodiment the drawing of network 720 comprises screen icons 
730. 740 and 750. In one embodiment, icon 730 represents a remote 
monitoring unit or a central computer system. In one embodiment. Icon 740 
represents an intelligent device (e.g., intelligent data concentrator 21 (ftrf Figure 
2). In one embodiment, Icon 750 represents an electronic device coupled to an 
intelligent data concentrator. It s|jould be appreciated that there can be any 
number of devices (e.g., computer systems, hubs, routers, switches, intelJigent 
data concentrators and coupled electronic devices) shown on screen 710, 



In one embodiment, over Uie network, the IT manager at the renx)te 
monitoring unit is able to access tho activity of each intelligent concentrator. 
The IT manager is able to graphically view the current activity of an intelligent 
concentrator. By interacting (e.g., operating cursor control device 807 of Figure 
8) with the icon for a particular intelligent concentrator. It is detemilned what 
activity the intelligent concentrator is currently performing. 

Refer now to Figure 8 which illustrates an exemplary computer system 
800 upon which embodiments of Ihe present invention may be practiced. In 
general, computer system 800 comprises bus 810 for communicating 
InTormatlon. processor 801 coupled with bus 810 for processing information 
and instructions, random access (volatile) memory (RAM) 802 coupled with 
bus 810 for storing Information and instructions for processor 801, road-only 
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(non-volatile) memory (ROM) 803 coupled with bus 010 forsloiing static 
information and instructions for processor 801, data storage device 804 such 
as a magnetic or optical disk and disk drive coupled with bus 810 for storing 
infonmation and instructions. 



2. 

In one embodiment, computer system 800 comprises an optional user 
output device such as display device 805 coupled to bus 810 for displaying 
Infonnatlon to the computer user, an optional user input device such as 
alphanumeric Input device 806 including alphanumeric and function keys 
coupled to bus 810 for communicating information and command selections to 
processor 001. and an opliunal user input device such as cursor control device 
807 coupled to bus 810 for communicating user input infonnation and 
command selections to processor 801 . Furthermore, an optional input/output 
(I/O) device 808 is used to couple computer system 800 onto, for example, a 
network. 



•a- %. 
Display device 805 utilized with computer system 800 may be a liquid 

crystal device, cathode ray tube, or other display device suitable for creating 
graphic images and alphanumeric characters recognizable to the user. Cursor 
control device 807 allows the computer user to dynamically signal the two- 
dimensional movement ot a visible symbol (pointer) on a display screen of 
display device 805. Many implementations of the cursor control device are 
known in the art including a trackball, mouse, joystlcl^ or special keys on 
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alphanumeric input device 806 capable of signaling movement of a given 
direction or manner of displacement. It Is to be appreciated that the cursor 
control 807 also may be directed and/or activated via input from the keyboard 
using special keys and key sequence commands. Alternatively, the cursor may 
be directed and/or activated via Input from a number of specially adapted cursor 
directing devices. 

The prefenred embodiment of the present invention, a method for 
efficiently managing a network using intelligent hardware, is thus described. 
While the present invention has been described in particular embodiments, it 
should be appieuiated that the present Invention should not be constmed as 
limited by such emt>odimonts, bOt rather construed according to the below 
claims. 
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SECTION 3 



The present invention is a flexible wireless communication network 
connection point that provides convenient and effective connection of 
network devices to a network. In one embodiment the present invention is a 
miaiti-configuration network connection point deviccf comprising a first 
connection interface, ^ second connection interface, a means for intelligently 
concentrating data and a communication hus. The first coimection iaterface 
includes a primary connection port for communicatively coupling to an 
upstream network device. The second connection interface including a 
secondary connection port for communicatively coupling tu a dov^nstream 
network device via a wireless technology. In one exemplary implementation 
the second cnnncction interface is adapted to be secured in a fixed location 
while conveniently providing the communicative coupling to a downstream 
network device via a wireless technology. The means for intelligendy 
concentrating data concentrates data from a plurality of interface connection 
ports included in the second connection interface for communication on the 
primary connection port of the first connection interface. The 
communication bus commuiucatively couples the first cormection interface 
to the second connection interface. 
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BACKGROUND 
Section 3 

This Section 3 relates to the field of communication networks. In particular, this Section 
3 relates to a system and method for providing concentrated access to a communication network 
by wireless devices. 

Related Art 

Electronic systems and circuits have made a significant contribution 
towards the advancement of modem society and are utilized in a number of 
applications to achieve advantageous results. Numerous electronic 
technologies such as digital computers, calculators, audio devices, video 
equipment and telephone systems facilitate increased productivity in 
analyzing and communicating data, ideas and trends in most areas of 
business, science, education and entertainment. Often these advatiLageoiis 
results are realized and maximized airough the use of distributed resources. 
Utiliziiig distributed resources usually involve^! numerous devices relying on 
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various coihintmication mediums to communicate with each other. 
However, providing convenient commuriicatipn network connections 
capable of accommodating a variety of communication devices is often 
ejqjensive and very difficult. 

Communication technologies are.advandng at an incredible rate in 
significkntly different directions due to the advantages provided by different 
configurations and implementations- Networks can be arranged in 
numerous configurations, comprising a variety of network types. Some of the 
most popular types of networks comprise Ethernet (coaxial cable or twisted- 
pair cable), token ring^ Fiber Distributed Data Interface (FDDI), Frame Relay, 
Integrated Services Digital Network (ISDN), XJ25, and Synchronous Data link 
Control (SDLC). Different communication protocols usually have different 
advantages- The different advantageous characteristics of communication 
protocols or configurations often tend to be somewhat mutually exclusive 
and the utilization of a particular communication architecture usually results 
in a trade off of benefits. Hardwire communication networks and wireless 
communication networks are one example of two protocols that tend to liave 
mutually excltxsive characteristics such as inversely proportional bandwidth 
and portability attributes. 

Hardwired networks typically provide significant bandwidth and are 
better equipped to ssitisfy significant communication requiranents associated 
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With advanced and complicated end use applications. However, hardwire 
communication networks involve the installation, of significant 
inhaatrudixre resources that are relatively expensive to install and -maintain. ' 
For example, traditional communication networks such as a local area 
network (LAN) typically have multiple parallel cable or communication bus 
runs.to end use devices at each worksite. The parallel runs are a sigriificant 
portion of the resources an d costs associated with mstallation of a network^ 
the more paraUel runs the greater expenditure or resources. Hardwired 
devices also typically require a connection to a central power supply (such as 
utility power) and the power is xasually delivered by separate cable runs. The 
portability of ttie end use devices In a hardwired system is usually hindered 
and limited by the "tethered'' connection to a network. 

Wireless communications technologies tend to offer a number of 
benefits not readily available in hardwired systems. For excunple, wireless 
communication devices usually provided ease of use and greater mobility. 
However^ wireless devices tend to have characteristics that arc limited with 
regard. to certain desirable features. For example, wireless commimication 
devices tend have relatively limited bandwidtii compared to hardwired 
communication systems. The operation of wireless devices also tends to be 
limited by ttie ainoimt of the power available (e.g.; batteries) in the portable 
device. The reliability of wireless commimications are also generally 
susceptible to adverse impa£±5 due to affects such as loss or deteriomtion of 
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signal due to noise, interference, distance, etc., and are more siisreptible to 
security infiltration and illicit activities. 

Many of fhe adverse affects ehcounteied in a communications network 
are related to the manner in which devices are "connected to" the 
communication network Typically^ communications protocols between 
major commtmication network facilities (such as a plurjility of head end host 
devices or central switching centers) have characteristics that lend themselves 
to fixed unchanging connection mechanisms that are resource extensive and 
undesirable (e.g., overlcill) for xxiosi downstream end use connections. 
However, it is usually desirable for downstream connections to be flexibly 
capable of accommodating a wide variety of differently configured end use 
devices. Doivnstream end use connections to a communication network are 
often initially made at a local area network (LAN) with different downstream 
end tise devices (such as a group of personal computers (PC), printers, faxes, 
etc) located in a home or single business site (location). Traditional attempts 
at accommodating initial connections to a commvmications network are 
usually ad hoc, of questionable reliability, resource intensive (such as separate 
commimication paths and connections to upstream facilities for each 
connection), inefficiently managed dud subject to failwes (e-g., caused by 
accidental breakage or removal of a wire). 
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There are a number of other desirable coiianxmicatior\ network 
features tlial ai*e oftexi crilicaljy impacted by a conunxxnication network 
connection point. For example, maintenance. troubleBhooting and fault, 
detection are usi.wlly compliratftd and resource intensive activities. 
Traditional technologies sometimes rely upon separate stand alone 
coJmection points (such as coimection points in unanchored boxes) that are 
susceptible to movement, attempted tampering or accidental damage (such as. 
coffee spillS/ getting knocked over, hit jarred, etc) by ordinary end users that 
do not have the requisite knowledge or skill to participate in network' facility 
administration activities. Some traditional attempts at correcting 
coxomunication problems are directed to connections dedicated on a per user 
or end use device basia and these very "rigid" approaches tend to remove a 
desirable level of end user ronnection flexibility. While the flexibility of users 
being able to easily move end use devices to different locations or connect 
different devices to a connection point is advantageous and convenient, the 
potential movement of the stand alone connection points by end users rather 
than network maintenance personnel is not desirable since it tends to 
introduce additional variables to a troubleshooting process. 

Traditional end use connection points are also often vulnerable to 
security breaches. Some U-adilional security approaches rely upon software 
security solutions but these usually reqviire constant maintenance and 
management and are subject to attacks through common hacking techniques. 
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For example, stand Alone connection points ace susceptible to illicit 
interaction behind a firewalL An additional weakness of traditional software 
solutions is that the end use device to be networked may not be able to host 
requisite software. Wireless communications are particularly vulnerable to 
illicit interception. Wireless communications are usually broadcast over long 
distances cbveriiig publicly accessible spaces making interception relatively 
easy. 

Accordingly, what is required is a flexible communications network 
connection point that provides convenient and effective coiuiection of 
network devices to a network. 
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SUMMARY 

The present inventioti is a flexible wireless communication network 
connection point that provides convenient and effective connection of 
network devices to a network. In one embodiinent the present invention is a . 
multi-configuration network connection point device comprising a first 
connection interface, a second coimection interface, a means for intelligently 
concentrating data and a communication bus. The first coimection interface 
includes a primary connection port for communicatively coupling to an 
upstream network device. The second coimection interface including a 
secondary connection port for communicatively coupling to a duwitb-trediii 
network device via a wireless technology. In one exemplary implementation 
die second connection interface is adapted to hf> secured in a fixed location 
while conveniently providing the communicative coupling to a downstream 
network device via a wireless technology. The means for intelligently 
concentrating data concentrates data from a plurality of interface connection 
ports included in the second connection interface for communication on the 
primary connection port of the first connection interface- The 
commimication bus communicatively couples the first connection interface 
to the second coimection interface. 
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BRIKF DRSCRTPTION OF THE DRAWINGS 
3 

Figure 1 A is a block diagram, of a LAN wiih one embodiment of a 
present invention multi-configuration network connection point device. 

3- 

Figure IB is a block diagram of another LAN, one exemplary 
implementation of the present invention in which multi-configuratibn 
network connection point devices are coupled to each other. 

Figure 2A is a block diagram of multi-configuration network 
connection point device, one. embodiment of the present invention. 

3 

Figure 2B is a block diagram of another embodiment of a present 
invention multi-configuration network coimection point device. 

3 

Figure 3 is a block diagram of an intelligent concentrator, one 
implementation of a present invention multi-configuration network 
connection point device. 

3 

Figvire 4 illustrates a possible configuration for a secondary connection 
iiilerface in one embodiment of the present invention. 
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3 

Figure 5 is a flow chart of a midti-coTi figuration network connection 



point method, one embodiment of the present invention. 
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DETAILED DESCRIPTIOM OF THE IhTVENTION 

Reference will now be made in detail to the preferred embodiments of 
the invention, a network access intelligent concentrator device and methbd, 
examples of which are illustrated in the accompanying drawings. While the 
invention will be described in conjunction with the preferred embodiments^ 
it will be understood that they are not intended to limit thfe invention to 
these embodiments. On the contrary^ the invention is intended to cover 
alternatives^ modifications and equivalents, which may be included wiihin 
the spirit and scope of the invention as defined by the appended claims. 
Furthermorc, in the following detailed description of the present invention, 
numerous specific details are set forth in order to provide a thorough 
understanding of the present invention. However^ it will be obvious to one 
ordinarily skilled in the art that the present invention may be practiced 
without these specific details. In other instances, well known methods, 
procedures, components, and circuits have not been described in detail as not 
to unnecessarily obscure aspects of the current invention. 

NOTATION AND NOMJiNCLAl ORE 

Some portions of the detailed descriptions which follow arc presented 
in terms of procedures, steps, logic blocks, processing, and other symboHr 
representations of operations on data bits that can be performed on computer 
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memory, Theae dcscriptionjs and representations are the meahs used by those 
.■^killed in (he data processing arts to most effectively convey the substance of 
their work to others skilled in the art. A procedure, computer executed step, 
logic blodg process, etc., is here!, and generally, conceived to be a self- 
consistent sequence of steps or instructions leading to a desired result Thie 
steps are those requiring physical manii>ulations of physical quantities. 
Tisually, though not necessarily^ lihese quantities take the form of electrical or 
magnetic signials capable of being stored^ transferred, combined, compared, 
and oiherwise manipulated in a computer system. It has provra convenient 
at times, principally for reasons of common usage, to refer to these signals a» 
bits, values, elements, symbols, characters, terms, numbers, or the Uke. 

It should be home in mind, however, that all of these and similar 
terms are to be associated with the appropriate physical quantities and 2ire 
merely convenient labels applied to these quantities. Unless specifically 
stated otherwise as apparent from the following discussions, it is appreciated 
that throughout the present invention, discussions utilizing terms such as 
"processing" or "computing" or ''translating" or "calculating" or 
'^determining*' or 'scrolling" or "displaying*' or "recognizing" or the like, 
refer to the action and processes of a computer system, or similar electronic 
computing device, that manipulates and transforms data represented as 
physiced (electronic) quantities within the computer system's registers and 
miemories into other data similarly represented as physical quantities within 
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4e computer system mczhozieG or regietere or o£her such information 
storage^ IronsmiRsion or display devices. 



^ -if 
Figure 1 is a block diagram of LAN lOOA with one embodiment of a 

present invention multi-configuration network conhectipn point device. 

LAN lOpA comprises a server 175, work groups 110, 120 and 130 and miilli- 

configuration network connection point devices 101, 102^ and 10^ The 

plurality of work groups 110, 120 and 130 are communicatively coupled to the 

LAN by multi-configuration network connection point devices 101, 102^ and 

103, respectively. Multl-configuratioii network connection point devices 101, 

102,, Euid 103 each include a primary connection interface with ^ single 

commnnicatinn port and a secondary connection interface with a plurality of 

communication ports- Multi-configuration network connection point 

devices 101, 102, and 103 are communicatively coupled to upstream 

communication devices (e.g.;^ server 175) by single communication paths 119, 

129 and 139 respectively. Work groups coupled to LAN lOOA can take a 

variety of configurations and components included in the work groups can 

perform a variety of functions. For example, work group 110 comprises 

wireless device 111, work station 112 (e.g., a personal computer) work station 

113, work group 120 comprises a work station 121, peripheral device 122 (e.g., 

a printer), and wireless device 123; and work group 130 compritfwj wireless 

3 

device 131 (e.g., a ttdephone, personal computer, laptop, personal digital 

^ 3 J 

assistant, etc) LAN lOOA is coupled to WAN 1&S and power supply 145- 
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3 

Each of the devices mduded in LAK lOOA requires a commxinication 
network connection point to commxinicate with other devices coupled to 

3 .33 

LAN lOOA* Multi-configuration network connection point devices 101, 102, 

.3 • 

and 103 provide a converuent efficient communication -network connection 
point for the end use devices ($.gv between devices within the same work 
group, between devices in different work groups, between end use devices 
and upstream devices, etc). The multi-configuration network connection 
point devices are readily adaptable for providing a network connection point 
for a variety ot devices utilizing different communication protocols and the 
priaiaiy connection interface single port does not require separate parallel 
cable runs to couple wiA upstream devices. In one embodiment of the 
present invention, multi-configuration network cormection point devices 
101, 102, and 103 are configured for anchored placement in fixed locatioi\s 
(e.g., recessed in a wall or office cubicle section) in a manner that facilitates 
maintenaru:e of system integrity and security. 

Figure IB is a block diagram of LAN lOOB, one exemplary 

implem^itation of the present invention in which multi-configuration 

network connection point devices are coupled to each other. LAN lOOB is 

similar to LAN 100 A except multi-configuration network connection point 
S3 3 

devices 101, 102, and 103 are commtxnicatively coupled to tipstrftam 

^3 s 

communication devices by serial communication paths 118, 128 and 138 
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respectively (e.g., in a daisy chain fashion). Cominimic^rtonf; from 
dowDstream mialti-configuratipn network connection point devices axe 
passed through to upstream devices. 



In one embodiment of the present invention^ network connection 
point devices 101, 102 and 103 facilitate wireless communication to end use 
devices. In one exemplary implementation network connection point 

3 3 3 

devices 101, 102 and 103 provide an interface for wireless communications to 

downstream devices and hardwired communications to upstream devices. In 

one embodiment of tlie pi^esent invention, network connection point devices 

101, 102 and 103 are capable of "seamless!/' handing off of commimication 

connections as an end use device moves between work groups. In one 

a 

exemplary implementation, wireless device 123 iiutiates a commimication. 
i 

with server 175 via multi-configiuration. network coimection point devices 
102 and seamlessly continue the communication via multi-configuration 

netsvork connection point devices 103 (e.g., as wireless device 123 is moved 

J 3 

from work group 102 area to work group 103 area). 



Figure 2A Is a block diagrdui of multi-configuration network 
connection pomt device 200A, one embodiment of the present invention. 
Multi-configuration network connection point device 200A comprises a 
primary connection interface 210 and a secondary connection interface 220. In 
one embodiment of the present invention, primary connection interface 210^ 
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is commxmicatively coupled to upstream network devices and s^econdaiy 
cunnectiuxi iiiLeifac^ 220 is communicatively coupkd to downstream network 
devices. In one embodiment of the present invention, primary connecrinn 
interface 710 rompriRGs primary cormectioh interface port 211. In one 
embodiment of the present invention, secondary cbnneqtion interface 220^ 
comprises a first secondary connection interface port 221, a second secondary 
connection mterface port 222, a third secondary connection interface port 223, 
and a fourth secondary connection interface port 224. Multi-configuration 
network connection point device 200A is readily adaptable for anchored 
placement in fixed locations (e,g., recessed in a wall or office cubicle partition). 

The coiaponenLs of multi-configuration network connection point 
device 200A cooperatively opemte to communicatively couple devices via the 
primary coxmection interface and the secondary connection interface. In oi\e 
embodiment of the present invention, tlie secondary connection interface 
utilizes wireless technology to communicate with end use devices- In one 
exemplary implementation of the present invention, a secondary connection 

3 

interface port (e.g., 221) includes a wireless comatnunication component for 
facilitating wireless communications. The wireless communication 
component includes an antenna for propagating electromagnetic 
commimication signals, a transmitter for inuisnuiiing the electromagnetic 
signals and a receiver for receiving the electromagnetic signals. 
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It should be appreciated that the present embodiment is not meant to 
limit the possible number of connection ports included in an interface of a 
multi-configuration network cormection point device. While a preferred 
embodiment of the present invention includes a plurality of connection ports 
on one interface and a single cormection port on the ofl\er to take advantage 
of singular communicaticm path (e.gv csdDle run) to an upstream device, the . 
present invention is readily adaptable to. a provide a variety of additional 
features (such as security, fault detection etc.) that are applicable to a plurality 
of coimection ports on each interface. 

Figiure 2B is a block diagram of multi-configuration network 

connection point device 200B, one embodiment of tike present invention. In 

one embodiment of the present invention, multi-configuration network 

connection point device 200B intelligently concentrates and distributes 

communications between a plurality of interface coimection ports and a 

single interface connection port. In one exemplary implementation, data 

communicated via multi-configuration network connection point device 

200B is multiplexed and demultiplexed between a plurality of secondary 

connection interface ports and a single primary connection interface port. In 

one embodiment of the present invention^ a multi -configuration network 

coimection point device comprises intelligent connection determination 

means 250 for processing and interpreting data communicated via multi- 

S 

configuration network connection point device 200B to determine 
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appropriate connection configurations. ' In one exemplary implementation of 

s 

the present invention, tiie intelligent connection determination means 250 
includes a central processing unit (CPU) and a random access memory 
(RAM). The intelligent connection means processes and. interprets data to 
provide a number of functions, including mtelligent routing of data^ security 
measures, maintenance and troubleshooting features, etc. 

In one embodiment of the present invention a multi-configuration 
network connection point device includes a fault detection means 270 
coupled to the intelligent connection delermination means 250 for proceeeing 
and inlerpreting data. It is appreciated that fault detection means 270 may be 
implemented in a variety of embodiments including but not limited to a 
hardware feult detector, a fault detection circuit, a software faiJt detector, a 
link beat signal fault detector, a ping signal fault detector, a loop-back mode 
for fault detection, etc. In one embodiment, fault detection means 270 (e.g., 
hardware, software^ firmware, etc.) participates in fault detection operations 
in a commimication network and is utilized to facilitate fault isolation in a 
network. In one enribodiment, faudt detection means 270 operates in 
conjunction with a head end componeivt of a network in the performance of 
fault detection activities. 

3 3 
Figure 3 is a block diagram of intelligent concenfr;»toT 301, one 

implementation of a present invention multi-configuration network 
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coitnection point device. Intelligent concentrator 3of is shown in a 5ride 

cutaway view, with secondary connection interface ports 304 (e.g.> connection 

jacks) and wireless component 307 shown in one of several conceivable 

3 

arrangements. Wireless conunimication component 307 is readily adaptable 
for implementation in a variety of protocols^ including infrared* or radio 
frequency (e.g., bluetobth) implementations. In one exemplary 
implementation of the present invention, multiplexing/ demultiplexing of 
signals to and from a server is under the control of in-unit electronics 302: 
Again, communication signals and possible power travel over single cable 330^ 
and connect to intelligent conceiiUalor 301 via primary connection interface 
port connector 306. Anchoring means 309 fastens intelligent concentrator 301 
to a stationary member (e.g., a wall, office cubicle section, floor, ceiling, etc.). . 
Anchoring means 309 is readily adaptable to a variety of implementations 
including but not limited to, bolt, clamp, hook, latch, lock, lug nail, nut, pin, 
rivet, screw, etc' In one implementation of the present invention, anchoring 
means 309 is adapted to fasten intelligent concentrator 301 so portions of 
intelligent concentrator 301 behind anchoring plate 320 towards primary 
connection interface port coimector 306 are recessed in a cavity of a stationary 
member. 

3 ^ 
Also shown in Figure 3 is add-on device 303 that is coupled to 

s 

intelligent coiicenlraLor 301. A range of possibilities exists for the functions of 
device 303. It could be implemented as an intelligent remote testing device. 
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allowing the network InTrastructuie and cabling to be tested and' evaluated 
from a cenlxal location^ without any action beiiig required at the work sitie. 
Device 303 might also be implemented as a security device, preventing 
physical attachment to the tAl^ cabling without a notification being sent to 
the server that the physical network port has been compromised. In one 
embodiment of the present invention, wireless component 307 ix^ included in 
add-on device 303 and provides wireless commxmication capabilities to an 
embodiment of a present invention intelligent concentrators that does riot 
have integrated wireless communicatim capabilities. 

S 

Figure 4 illustrates a possible configuration for a secondary connection 

interface in one embodiment of fine present invention. Intelligent 
3 

concentrator 301 is shown here with a secondary connection interface 

J 

comprising four RJ-45 jacks 304. In one embodiment there is additional space 
for additional jacks 308, even when the configuration of intelligent 
concentrator 301 is adapted to covering a space similar to a standard wall plate 
device. In one embodiment of the present invention, a secondary connection 
interface includes a connection to a different network or to a telephone 
system- Figure 4 also shows an embodurient of the present invention with a 
status indicator light 305^for providing a conveniently observable status 
indication. 
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Also shown in Figure 4 ie wireless communication component ^07. 

Wireless communiration component 307 could be implemented in any 

n^imber of wireless standards for a communication connection xvitiiout a 

fixed physical tether to other network devices. In one embodiment of the 

3 

present invention, necessary transceiver electronics for device 307 axe 
included within in the body of concentrator 301 (e.g,> integral with internal 
electronics 302). 

In one exemplary implementation of the present invention, wireless 
signals transmitted firom a present invention niulti-configuralion network 
connection point device have a very short range. For example^ a multi- 
configuration network connection point device transmits signals that are 
directed to a specific area {e.g., a work area) and/or are very low power 
communication signals that rapidly attenuate beyond a predetermined range 
(e.g., 10 feet). These short range transmissions are implemented in a manner 
that makes illicit interception from distant wireless devices (e.g.^ outside the 
location of a work area) very difficult In one embodiment of the present 
invention, multi-configuration network connection point device is adapted 
to participate in encrypted communications, including requiring reception of 
an enciypled code before granting access to a communications network via 
the multi-configxiration network connection point device. In one 
embodiment of the present invention, multi-configuration network 
connection point device imposes a vicinity test (e.g., a motion detector, iinger 
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print detector, soimd detector^ Iceypad detector, etc.) before being granted 
access to a coTnimiTiication network- 



In one embodiment of the present invention, a inulti-configuration 
network connection point device is adapted to receive power and forward it 
to downstream devices. In one exemplary implementation of the present 
invention, a multi-configUTation network connection point device is adapted 

.3 

to receive power via a single primary interface port (e.g., 211) and forward it 

J 3 3 3 

via a pliirality of secondary interface ports (e.g., 221, 222^ 223, and 224). In 
another exemplary implementation of the present invention^ a multi- 
configuration network connection point device is adapted tu receive anU/or 
forward power via dedicated interface ports (e.g., coupled to a separate 
dedicated power ctMp). In one embodiment of the present invention^ a 
mtdti^configuration network connection point device provides power 
management ftmctions. In one exemplary implementation of the present 
invention, a multi-configuration network connection point device intelligent 
connection means controls on, off and low power modes* For example, a 
multi-configuration network connection point device switches between 
power modes based upon activity in a location (e.g., motion in a room), on 
the network (e.g., no data traffic commtmicated via the multi-configuration 
network connection point device for a period of time), time of day, etc. 
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Th^ present invention facilitates power connpirtions in a manner that 

as>sist isolating the effects of clectricnl fnulls (e.g., due to component failures or 

shorts in a connected devices or the wires leading to the connected dcfvice). 

For example, a multi-configuration network connection point device is 

configured to prevent external failures {e.g., faults, short circuit, etc.) from 

damaging or impacting the multi-configuration network connection point 

device itself^ or other external components via the multi-configuration 

network coimection point device. In one embodiment of the present 

invention, a multi-configuration network connection point device provides 

operational recovery at an affected port as soon as a failed external device or 

wire is imconnected (e.g., with current limiting fold back circuitry), self 

healing "poly switch" fuses). In one embodiment of the present invention, 

3 

embedded intelligence (e.g.,. intelligent connection means 250) sense a ibilure 
or faxilt condition and issues a signal reporting the failure or fault (e.g., to a 
central management device). 

Figure 5 is a flow chart of multi-configuration network connection 
point method 500, one embodiment of the present invention. 

3 

In step 510, a single connection point on a primary communication 
interface is provided. Jn one embodiment of the present iiiveniion the single 
connection point couples to a single communication path (e.g., to upstream 
network devices). In one embodiment of the present invention, the single 
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connectioil point h§ coii£igured for fixed placement in a concealed 
environment. 

In step 520 a plurality of connection points on a secondary 
communication interface is provided. In one embodiment of the present 
invention the secondary communicatioii interface is adapted to be sectured in 
a fixed location while conveniently providing said communicatively 
coupling to a downstream network device via a wireless technology. 

J 

In step 530 the single connection point on a primary conmiimication 
interface is coupled to tiie plurality of connection points on a secondary 
communication interface. In one embodiment of the present invpntinn 
intelligently concentrating data from a plurality of interface connection ports 
included of said second connection interface for communication on said 
primary connection port of a first connection interface. 

Thus, the present invention is a system and metihod that facilitates 
convenient connection to a communication network, A present invention 
multi<onfiguration network cwmection point device enables wireless 
devices to connect to a commimication network. The ^'tamper" proof 
interface and recessed components of a multi-configuration network 
coimection point device facilitates network maintenance and 
troubleshooting. The charactcristicB of the wireless commvmicatiorkS ?>nd 
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sensory capabilities of tiKe mxilti-configiiratinn network connjection point 
device provide added security capabilities for network communications. 

The foregoing descriptions of specific eiribodiments of the present 
invention have been presented , for purposes of illustration ajid description. 
They are not intended to be exhaustive ox to limit the invention to the 
precise forms disclosed, and obviously many modifications and variations are 
possible in light of the above teaching. The embodinients were chosen and 
described in order to best explain the principles of the invention diid ils 
practical application, lo thereby enable olTxexs skilled in the art to best utilize 
£he invention and various embodiments with various modiHcations as are 
suited to the particular use contemplated. It is intaided that the scope of the 
invention be defined by the Claims appended hereto and their equivalents. 
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SECTION 4 

The present invention relates to an apparatus for multiplexing 
signals in a network. The apparatus has a housing which contains 
two or more network connection devices along with suitable 
intelligent electronic circuitry for controiling and multiplexing 
data, voice telephone signals, and power for multiple devices 
connected to the connection devices. The multiplexing enables the 
various devices to communicate with the network and, in some 
cases, to receive power over the network connection. The 
Intelligent electronic circuitry is also capable of aiding in network 
security and management and in power management. The intelligent 
electronic circuitry is powered by network-delivered device power. 
A primary advantage of the disclosed invention is an enormous 
reduction in the network cabling required .for a new network 
installation, a near elimination of the need to install new cabling 
for modification ol an existing network^ and much enhanced 
reliability and manageability of the network. 
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SECTION 4 

This Section 4 relates to the jHeld of Local Area Networking (LAN). More specifically, 
this Section 4 relates to a device and system for efficiently multiplexing data, voice and power 
lines between the woric site and the network. 

BACKGROUND 

Modem Local Area Networking (LAN) Is generally accomplished 
by extensive runs of multiple parallel cables xo multiple conneulions 
and devices at each work site. This is in addition to voice telephone 
and Uliliiy pow/er cabling for devices. When LAN infrastructures 
require change, it is generally more efficient to leave oxioting 
cableij in place and simply string new cabloe between switch and 
router nodes and any new work site devices. 

The current state of the art for implementing utility power tor 
devices associated with a LAN, both computers and peripherals, is 
centered around providing a large number of general purpose AC 
outlets in the vicinity of the computing equipment that Is to be 
connected to a data LAN. Cun-ent distributed solutions are ad hoc. of 
questionable reliability, inefficiently managed and subject to 
failures caused by accidental removal of power and wire breakage. 
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Current solutions require local power which adds an installation 
requlremer\l and reduces system reli'dbilily^ Security and safety o-f 
data in a network can also be jeopardised by uncontrolled access to 
uilllty power In a work center. Security could be further bolstered 
by conlrolHng access to power In the same n^anner and system a$ 
controls data security. 

What is needed, then, Is a means of reliably supplying power In 
a. system that nnultiplexes voice and data lines tn order to reduce the 
cost of installation and infrastructure change in a LAN. 
Furthermore, power must also be supplied via the connection jack to 
operate peripheral devices at the work center and securely and 
reliably supply power to operate the intelligent circuitry of the 
intelligent connection device itself. 
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$UMMARY 

Presented herein Is a means for reliably supplying power to an 
intelligent local area network connection jack that reliably 
multiplexes voice, data and power lines In order to reduce the cost 
of installation and infrastructure change In a LAN. Furthermore, the 
power is supplied via the cipnnection jack to also operate peripheral 
devices at the work center and can securely and reliably supply 
power to operate the intelligent circuitry of an intelligent 
connection device. 

The present invention relates to an apparatus for multiplexing 
signals in a network. The apparatus has a housing which contains 
1wo or more network connection devices along with suitable 
intelligent electronic circuitry for controlling and multiplexing 
data, voice telephone signals, and power for multiple devices 
connected to the connection devices. The multiplexing enables the 
various devices to communicate with the network and, in some 
cases, to receive power over the network connection. The 
Intelligent electronic circuitry is also capable of aiding in network 
security and management and in power management. The Intelligent 
electronic circuitry is powered by network delivered device power. 
A primary advantage of the disclosed invention Is an enormous 
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reduction in the network cabling required for a new network 
installation, a near eiimlnation of the need to install new cabling 
for modification of an existing network* and much er)hanced 
reliability and manageability ot the network. 

These and other objects and advantages of the present 
Invention will become obvious to those of ordinary skill in the art 
after having read the following detailed description of the preferred 
embodiments which are illustrated in the various drawing figures. 
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BRIEF DESCRiPTlON OF THE DRAWINGS 

The operation of this invention can be best visualized by 
reference to the drawings. 

Figure . 1 (Prior art) illustrates a conventional LAN 
Implemented with a server and work centers. 
4 

Figure 2A. Illustrates a LAN, configured In accordance with one 
embodiment of the present invention. 

4 

Figure 2B Illustrates a variation on a LAN equipped with 
embodiments of the present invention. 
4 

Figure 3 Illustrates a block dlagranr) of an exemplary 
connection of an intelligent connection apparatus in accordance with 
one embodiment of the present invention. 

4 

Figure 4A illustrates a possible contlguration for one 

embodiment of the present invention. 

i' 

Figure 48 illustrates another possible configuration for one 
embodiment of the present invention. 

4 

Figure 5 illustrates a block flow diagram of one embodiment of 
the present invention. 
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BEST MODE FOR CARRYING OUT THE INVErsTnON 

Reference would now be made in detail to the preferred 
embodiments of the Invention, examples of which are illustrated In 
the accompanying drawings. While the invention will be described in 
conjunction with the preferred embodiments, It will be understood 
that they are not intended to limit the Invention to these 
embodiments. On the contrary, the Invention Is Intended to cover 
alternatives, modifications and equivalents, which may be Included 
within the spirit and scope of the Invention as defined by the 
appended claims. Furthermore, In the following detailed description 
of the present invention, numerous specific details are set forth in 
order to provide a thorough understanding of the present invention. 
However, It will be obvious to one of ordinary skill in the an That 
the present invention may be practiced without these specific 
details. In other Instances, well-known methods, procedures, 
components, and circuits have nui b«en described in detail so as not 
to unnecessarily obsuure aspects of the present invention. 

Some portions of the detailed descriptions that follow are 
presented in terms of procedures, logic blocks, processing, and other 
symbolic representations of operations on signals within an 
electronic circuit These descriptions and representations are the 
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means used by those skilled in the electronic arts to most 
ettectlveiy convey the substance ot their work to others sklHtJd in 
the art. A procedure, logic block, process, etc., is here, and 
generally, conceived lo be a self-conslsteni sequence of steps or 
instructions leading lo a desired result. The steps are those 
requiring physical manipulations of physical quantities. Usually, 
though not necessarily, these quanlitics take the form of electrical 
or magnetic slgnalQ capable* of being stored, transferred, combined, 
compared, and otherwise manipulated in an electronic system. 

There are many conceivable embodiments of the present 
invention. However, the concepts underlying the present invention 
may be best understood by the discussion of only a few 
embodiments. This discussion in no way limits the application of 
the concepts nor determines the limit to embodiments possible. 

Enhanced understanding of the concepts presented In this 
discussion of this embodiment of the present Invention may be had 
by reference to the attached Figures. 

Prior art Figure 1 illustrates a conventional LAN implemented 

4 

With a server and three work centers, such .as Illustrated at 110. A 
work center might be populated with a workstation 107, a network 
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4 4 
printer 108, a laptop 101 or other devices and combinations of 

devices that require direct communication with the server In order 

4 

to function property. Additionally, a voice telephone, 109, using 

Voice Over Internet Protocol (VOIP) technology might be in the 

modem worKplace. Each of lU^^se devices requires a cable 

4 

connection to the server 104, which also in this illustration 
supplies connectivity to the internet at 103, or to ito peripheral 
switching mechanisms. As discussed earlier, each of these 

4 

connections currently roquiree a separate cable run for data, 100, 

4 

and another for power, 120, . 'which can be very expensive and can 
compromise system integrity and security. 

Work center devices generally require electrical power to 

4 

operate and that power Is normally supplied by utility 120 VAC 
(volts, alternating current) electrical outlets. Some modern 
devices, such as scanners, printers, voice phones and other computer 
peripherals, actually require a lower voltage DC (direct current) 
power source and obtain If by converting utility power to the 
required level prior to its use. No matter the final character of 
power used, ulilily power accessed in the modern work center Is a 
completely separate system from the data network and is subject to 
different operating rules and control. 
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The embodiment of the present invention discussed here 
Implements device power in the same Intelligent hardware that can 
be used to provide a centralized data network connection: an 
intelligent concentrator. By supplying power connection through the 
same device as data connection, an addiiionai source of network 
security can be had and a.isignincanl reduction in facility wiring 
costs can be obtained. 

Figure 2A illustrates a LAN, configured with the same 
equipment as In Figure 1, where the woric area, equipment has been 
connected to the networic via the networi< connection apparatus, at 
the seat of embodiments of the present invention, which can be 
called intelligent concentrator or smart network portal, 200. All of 
the same functions and devices of the previous work centers are 
represented but, using an intelligent concentrator, a single cable is 
all that is required to connect the work area equipment suite with 
the server. VOIP telephone 109 is implemenied as well fn the 
equipment array. 

4 

Also illustrated in Figure 2A is one implementation of device 
power over the network connection. In this case, device power 220 
IS multiplexed onto device data cables 100 as shown. This can be 
implemented for devices whose power requirements are low enough 
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to make such a multiplexed power supply system cost effective. A 
high power requirement can : drive the cable sUes too large to make 
any cost savings be attainable. In that case power can still be 
supplied through the connection apparatus but by use of a separate 
cable. By connecting power through the ■ intelligent concentrator, 
monitoring and control oi power can still be Implemented. 

Figure 2B illustrates a. variation on the LAN equipped with 
intelligent concentrators: H^ere, a further reduction in cabling cost 
is gained by the use of a "daisy-chained" arrangement of intelligent 
concentrators, 200. A daisy-chain would result in only one cable 
being connected directly to the server 104, or to its peripheral 
switching center, to connect a plurality of work centers. As In the 
illustration In Figure 2A, power 220 is again multiplexed over 
network data cables, 100. It must be noted here that power supplied 
to the intelligent circuitry ot an intelligent concentrator can 
normally be supplied by multiplexing on data cabling between the 
server and the concentrator. 'This is the case even when power Is 
supplied to the work center devices by parallel cabling. 

An intelligent concentrator Is easy to Install and reliably 
provides an attachment point for access to Voice & Data Networks. 
The embodiment of the present Invention discussed here is 
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implemented through miniaturized hardware that could be installed 
inside a wall or fn an internal space provided for in an office 
cubicle. Power is easily supplied using the same hardware. Access 
to device power is simultaneously accessible with data line 
connection. 

Note here that Figures 3, 4A and 4B illustrate a form factor 
for intelligent concentrator 200 that Is similar to a U.S. standard 
utility wall plate. This illustration is only meant for illustration. 
There are any number of standard form factors In which this 
embodiment of the present invention can be implemented without 
impacting its functionality and utility. 

Figure 3 Illustrates a possible configuration for an 

embodiment of the present invention. Intelligent concentrator 200 

is shown In side cutaway view, with connector jaclcs 304 and 

A 

wireless communication device 307 shown in one of several possible 

4 

arrangements- A possible wireless communication device 307 is 
envisioned as being enabled In a variety of protocols. Multiplexing 
of signals and power to and from server 104 would very iilcely be 
under the control of in-unit electronics 302. Again, those signals 
and power for some devices would be multiplexed onto single cable 

4 4 

100 and connect to intelligent concentrator 200 via back-of-unit 
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connector 306. Power to server 104 or to its switching center. Is 

't 

illustrated by utility power cable 221. Note here that, while 
embodiments of the present Invention may use low voltage DC power 
for reasons of safety and noise considerations, other ejiiboUimenls 
may provide and nionilor other power protocols, Including 120 VAC 
utility power. 

^ 4 

Also shown In Figure 3 Is add-on devrce 303. A range of 

possibilities exists for the functions of device 303. It can be 
implemented as an intelligent remote testing device, allowing the 
network infrastructure and cabling to be tested and evaluated from a 
central location, without any action being required at the work site. 
Device 303 can also be implemented as a security device, preventing 
physical attachment to the LAN cabling without a notification being 
sent to the server that the physical network port has been 
compromised. Device 303 can receive its power via the same 
multiplexed cabling as does intelligeni circuitry 302. 

In one embodiment, several standard communications jacks, 
such as RJ45. as well as status indicator lights, are mounted on the 
external, user accessible, surface of the Intelligent concentrator 
This embodiment of the present invention provides for low voltage 
DC device power to be supplied directly through one of the several 
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HJ-45 communication jacks; However, alternative implementations, 
such as USB or even a utility. AC socket could support power 
connections. 

Connections to the central data networic (LAN) and to power In 
the present embodiment are terminated at the connection apparatus. 
These connections are established by an installer and are be 
Intended to be accessible by the end user. In most instances, the 
wiring between the unit anci the communications and power 
Infrastructure terminate inside the wall or possibly office cubicle 
fixture. Termination of the network wiring (voice or data) provides 
for both a reliable electrical and mechanical connection for Industry 
standard communications cabling such as CAT3, CATS or CAT5E or 
similar .cabling. In another embodiment, electrical power is supplied 
by parallel wiring installed : coincident lo the installation of the data 
cabling* it is envisioned that the integrity of the installation may 
utilize mounting hardware such as scre^ws or snap tit techniques 
that could nut removed by an end user without specialized tools. 

Figure 4A illustrates a possible configuration for an 
embodiment of the present invention. Intelligent concentrator 200 
IS shown here witii four RJ-45 jacks, 304. There Is space, even if an 
Intelligent concentrator takes the form factor of a standard wall 
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4 

plate device, for more jacks, 308. I'hese other jacks could enable a 
parallel connection to a different neiwork or to a telephone system 
or TO a nunnber of other envisioned possibilities. Figure 4A also 
shows status Indicator light 305 which could be implemented in one 
embodiment, in this implementation, peripheral device power would 
be supplied by multiplexed power over data cabling and would be 
present in the nJ-45 connectors Illustrated. A wide variety of other 
connectorG and protocols could also be accommodated by the same 
scheme. 

Also shown in Figure 4A is wireless communication device 
307. Device 307 could be Implemented in any number of wireless 
standards for non contact connection to the network. The necessary 
transceiver electronics for device 307 can be contained in the body 
of intelligent concentrator 200, and can be integral with internal 
electronics 302. Power tor communications device 307 and its 
associated circuitry can, like Intelligent electronic circuilry 302^ 
and device 303, be received via mulUplexed cabling. 



in addition to terminating data connections, this embodiment 
of the present invention supports device power supplies. In the one 
Implementation, an RJ-45 connector or other modular connector is 
configured to provide both k data connection and a power connection 
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for some types of devices. The end user inserts a data cable or a 
telephone into the Jack ana either device would be supported. The 
end user would not have to actively configure or program this 
embodiment to enable either mode of operation. For devices 
demanding power thai isn't suitable for support in an RJ-45, an 
additional conneuUon can be offered, 

in addition to wired connections to and from this embodiment 
and the client devices, wireless connectivity is also supported by 
the intelligent concentrator. In an embodiment using wireless 
connectivity, It is likely that a wireless device can operate on 
battery power. Then a mejdns is supplied that will enable battery 
charging through the intelligent concentrator. 

To enable wireless connectivity, an antenna or an IR port, 
Illustrated at 307 In Figure 3. can be built Into the face of the 
implemented unit Itself- The antenna can also be constructed to 
allow it to be implemented on or above the surface and can be 
implemented In some embodiments as an extendable antenna and 
even as a separate antenna' connected by cable. The electronics suite 
contained within the housing in this embodiment can provide the 
additional supporting circuitry to implement a wireless connection. 
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Figure 4B illustrates a slightly different device power scheme. 

4 

Here utility socket 320 Is snown In order to llluslrale Uie 
applrcation of high voltage or current power that reaches the 
intelligent concentrator via parallel cabling- With acuests lo ihe 
power being through intelligent concentrator 200, management and 
control of the power supply can still be maintained even though the 
electrical power is carried over lines other than those carrying data. 
The illustration of a utility power socket is not meant to Imply that 
there Is some special application of 120 VAC power In this 
embodiment. The Illustration is solely meant to Illustrate a parallel 
application of power through the device as opposed to power 
supplied via a connector such as an RJ-45. Any number of power 
protocols can be used in various embodiments. 

Figure 5 Illustrates a block flow diagram of one embodiment of 
the present Invention. There> in process 500, an Inrelllgent 
concentrator is provided at 5I0 for each applicable network work 
center. Network devicess, such as computers and peripherals, are 
connected at 520 and electrical power is supplied for both the 
intelligent concentrator and the connected network devices at 530. 
At 540, applicable data, VOIP ©ignale, and electrical power are 
multiplexed over the installed network cabling or parallel power 
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cabling. Power is monitored and controlled at 550 and the process 

A 

ends, When lemiinated, at 599. 

Power for the embodiment of the present invention discussed 
here, as well as devices connected to it, is provided from a central 
source over the networl< cabling or in dedicated power cables 
Installed at the same initial installation. Control over power 
supplied to the concentrator and forwarded by it to the connected 
devices can then be maintained in the network management 
infrastructure. The power that Is provided can be connected in a 
manner that would also isolate the effect of electrical faults due to 
component failures or shorts fn the connected devices or the wires 
to them. Such Isolation prevents a failure that is external to this 
embodiment from damaging it and can Isolate the failure in a way 
that will allow the {mplementation of this embodiment and devices 
that are connected to the unit to remain operational. Recovery of 
the ettected port can be auiomatic and can occur as soon as the 
failed device or wire is removed. This embodiment Implements this 
feature with current limiting fold back circuitry. This embodiment 
also allows the embedded intelligence to sense the condition and 
report It to a central management console. An alternative 
implementation could be through sGlf-healing "Poly Switch" fuses. 
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The benefits that accrue from combining power supply and data 
connection in the same physical device in the manner already 
described add significantly to the functionality, reliability and the 
range ot functions that can be performed by this embodiment. 
Installations that do not provide for tim leirninalion of the wiring to 
the network Internal to a proleded surface such as a wall or a 
cubicle are inherently unreliable and are subject to a degrading of 
connections from mechanical stress, abrasion and related 
mechanisms. Degrading of electrical power cabling can lead to 
expensive power outages If not a fire hazard. The placement of 
attachment points in a prctecfftri environment can eliminate 
problems from accidental sfresses that could occur. Mechanical 
stress nan occur if a user snares a device cable and inadvertently 
pulls on the embodiment, either directly or through the attached 
cable. The mounting hardware can isolate the forces to which the 
wiring is subjected. 

Another benefit of the physical attributes of the embodimeni 
that has been described Is that the end user does not have direct 
access to the network infrastructure. This embodiment of the 
present Invention Itself can serve as a managed Qooeso control point. 
If this embodiment is established in another manner such as a stand 
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alone box. the end user might be able to circumvent the tunctions 
performed by this embodiment and gain direct, unmanaged, access to 
the network, li Is apparent that concepts presented In this 
embodiment of the present invention provide an added degree of 
security by presenling a controlled point of access. 

A significant advantage, offered by the embodiments of the 
present Invention employing^ RF communication. Is the provision of a 
degree of directionality that can optimized to limit the number of 
devices, both Intended and unintended, with which any unit Is able to 
communicate. By employing directionality and shielding, the 
occupant of a workspace is able to reliably communicate with the 
unit while another person in an adjacent space using similar 
equipment is less likely to Interfere with or even gain access to the 
first user's communication; 

In one embodiment, the unit is produced as separate elements. 
The base unit contains the capability to terminate the cabling while 
a separate unit containing the intelligent electronics is added to the 
base unit at a later time. :Jhe functional split of the unit In this 
manner allows for wide deployment of network wiring 
infrastructure in a cost effective manner since the cost of the 
intelligence is not borne for work areas that might not currently be 
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occupied. Other benefits that derive trom this type of functional 
partitioning is in the area of field service and upgrades. A unit that 
is suspected to have failed can quickly be replaced and retested. 
Also, newer units with added capabilities can be added where needed 
and older modules can slili be used in areas where the added 
capabilities are nol needed. 

In yet another embodiment, a modular expansion capability is 
added onto the base unit to enable the functions of the deployed 
units to be readily adopted to new and varying needs. The expansion 
module can mate onto the faceplate and can obtain bus signal and 
power from It. Serial buses such as USB or Ethernet can be suitable 
for this purpose. The implementation of a modular add-on could be 
implemented in a fashion so the end user would not view the bus 
expansion connector as a general purpose Interface as is often the 
case with a PC. This can bfe done to avoid problems that could arise 
if end users inserted cables directly into industry standard 
expansion connectors, expecting to enable the functions provided by 
a peripheral device. There albo would not necessarily be an easy 
means lo add the required .software elements nor a user Interface to 
support the level of communications with an end UGor that eome 
penpherals require. 
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Some Implementatjons ot this embodiment of the present 
Invention are plug-in add-ons that securely mount over existing data 
communications jacks. An alternative mounting technique for this 
embodiment can be to allow the unit to niounl over and plug into the 
existing communication jacks. 

The wall mounted units can provide for additional capabilities 
such as data concentration, security, VOIP support, etc. However, to 
achieve the real benefits ot the added reliability and security 
similar to what was described for in wall mounting, the attachment 
needs to be implemented In a manner that enables for a quick and 
easy installation while providing for a capture mechanism that is 
not releasable by the end user. 

The foregoing descriptions of specific embodiments of the 
present Invention have been presented for purposes of illustration 
and description. They are not intended to be exhaustive or to limit 
the Invention to the precise forms disclosed, and obviously many 
modifications and variations* are possible in light of the above 
teaching. The embodiments* were chosen and described in order to 
best explain the principies of the invention and its practical 
application, to thereby enable others skilled in the art to best 
utilize the invention and various embodiments with various 
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modifications as are suited to the particular use contemplated. It is 
intended that the scope ot the invention be defined by the Claims 
appended hereto and their equivalents. 
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SECTION 5 

A method and dovico for power managomcnt of intelligent hardware 
(e.g., ah intelfigeht data confiiantrator) for prnviriing access to voice and data 
networks. Power use data of the intelligent hardware is obtained, wherein the 
intelligent hardware is coupled to a power source and communicatively 
coupled to a voice or data network. The Intelligent hardware is configured to 
communicatively couple a plurality of electronic devices to the neh^roric Using 
the power use data, a power mode of the intelligent hardware is determined. In 
one embodiment, the present invention comprises a first interface for 
communicatively coupling the intelligent hardware to the network and a power 
source and a second interface for communicatively coupling the intelligent 
device to the plurality of client devices. The Intelligent device also comprises 
means for processing and interpreting data coupled to the first interface, and 
power mode control means coupled to the means for processing and 
interpreting data. In one embodiment the power mode control means is 
configured to obtain the power use data of the intelligent hardware and is 
configured to use the power use data to determine a power mode of the 
intelligent hardware. 
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SECTIONS 

This Section 5 relates to the field of computer networks. In particular, this Section 5 
relates to a method for power management of intelligent hardware for providing access to voice 
and data networks. 

BACKGROUND 

In a large number of working environments, people use a large number . 
of electronic devices connected to a networl<to perform the duties of ttieir jobs. 
Any one person may have several electronic devices located within their 
personal area network (PAN). For example, these electronic devices may 
include a computer system, a voice IP telephone and a printer. 

Currently^ a growing concern of businesses Is the increasing cost of 
power. Often, electronic devices are turned on, and thus consume power, even 
if they are not in use. For example, an electronic device may remain turned on 
after business hours, over the weekend or holidays, or in an empty office or 
cubicle. Often, Uiis is simply due to human forgctfulness. However, the cost of 
paying for the us© of these electronic devices, partiailarly in large corporations 
with thousands of electronic devices, can be very high- Presently, this concern 
is of great importance not only to those footing the bill for the power 
consumption, but those persons not able to get power due to the consumption 
of unused electronic devices (e.g., resulting in a blackout). 
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Often, if an electronic device is not manuaHy powered off or placed in a 
low power mode, the electronic device will continue to consume power at Its 
typical rate. While, some electronic devices may be programmed to be 
powered off or placed in a low power mode automatlcaHy (e.g., sleep, mode of a 
computer system), there Is currently no way to change the power mode of all 
devices in a PAN based on detected activity or predetermined criteria. 

In most situations, electronic devices are coupled to a network through a 
simple router or hub. and the activity of the electronic device cannot be easily 
monitored. Furthermore, most electronic devices receive power from an 
independent power source distinct from tt»e netNworl^. As a result, there us 
currently no way to dfetect the power usage of electronic devices in a PAN, and. 
to adjust their power mode accordingly. 

A need exists for a method and a device thereof for detecting the level of 
acUvity of electronic devices in a PAN. A need also exists for a method and a 
device thereof for automatically turning off the electronic devices or placing the 
electronic devices In a low power mode when Ciey are not being used or 
according to predefined criteria. Particularly, a need exists for a method and a 
device thereof for managing the power mode of electronic devices In a PAN. 
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SUMMARY 

Accordingly, the present invention provides a method and a device 
thereof for detecting the level of activity of electronic devices In a PAN. The 
present Invention also provides a method and a device thereof for automatically 
turning off the electronic devices or placing the electronic devices in a low 
power mode when they are not being used or according to predefined criteria. 
The present Invention also provides a method and a device thereof for 
managing the power nDode of electronic devices in a PAN. 

A method and device for power management of intelligent hardware 
{e.g., an intelligent data concentrator) for providing access to voice and data 
networks Is presented. Power use data of the intelligeint hardware Is obtained, 
wherein the intelligent hardware is coupled to a power source and 
communicatively coupled to a voice or data network. The Intelligent hardware 
is configured to communfcath^ely couple a plurality of electronic devices to the 
network. Using the power use data, a power mode of the Intelligent hardware 
is determined. 

In one embodiment, the present invention comprises a first interface for 
communicatively coupling the intelligent hardware to the network and a power 
source and a second interface for communicatively coupling the Intelligent 
device to the plurality of client devices. The intelligent device also comprises 
means for processing and interpreting data {e.g., a processor) coupled to the 
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first interface, and power mode^ control means coupled to the means for 
processing and interpreting data. In one embodiment, the power mode control 
means is configured to obtain the power use data of the Intelligent hardware 
and .is configured to use the power use data to detemiinc a power mode of tha 
-5 intelligent hardware. 

In one embodiment,, the intelligent hardware is communii^atively coupled 
over the network to a central control site, wherein the power use data is defined 
at the central control site. In another embodiment, the power use data is 
10 predefined and stored In intelligence of the intelligent hardware. In one • 
embodiment, the power use data Is user-defined. 

In one embodiment, the power use data Is obtained by detecting a level 
of activity of the intelligent hardware (e,g., data transfer through Uie Intelligent 
15 hardware). In anotfiei embodiment, the power use data ie obtained by 

detecting a level of activity within a predetermined area containing the intelligent 
hardware. The level of activity may be detected by a variety of sensors, 
Including but not limited to a motion detector, a heat sensor or a sound 
detector. 

20 

In one embodiment, the present invention provides a method and device 
for automatically turning an intelligent data concentrator off or placing an 
intelligent data concentrator into a low power mode. In one embodiment, the 



wo 02/102019 PCT/US02/12879 

98 

low power mode or off mode is activated based on the time of day, week, or 
year. In one embodiment, the Intelligent hardware Is^ configured to supply 
power from the power source to the plurality of electronic devices. In one 
embodiment, changing the power mode If the Intelligent hardware operates to 
change the power of mode to e^ch electronic device coupled to receive power 
through the intelligent hardware. 

These and other objects and advantages of the present invention will 
become obvious to those of ordinary skill in the art after having read the 
following detailed description of the prefen-ed embodiments which are 
illustrated in the various drawing figures. 
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BRIEF DESCRIPTION OF THE DRAWINGS 



The accompanying, drawings, which are incorporated in and form a part 
of this specification, illu5>lrate embodiments of the tnventton end, together with 
5 the description, serve to explain the principles of the invc^ntloh: 

s* • 

FIGURE 1 illustrates an exemplary wired desktop cluster coupled to a 
local area networl< (LAN) in accordance with one embodiment of the present 
invention. 



10 



3 

FIGURE 2 1$ a block diagram of a cross-sectional view of an intelligent 
data concentrator in accordance with one embodiment of the present inventipn.* 



FIGURE 3 is an illustration or a perspecilve view of an exemplary 
15 feceplate of an intelligent data concentrator in accordance with one 
embodiment of the present invention. 



FIGURE 4 is a block diagram of an exemplary LAN upon which 



20 



embodiments of the present invention may be practiced. 



5 

FIGURE 5 Is a flowchart diagram of the steps in a process for power 
management of intelligent hardware (e.g., an intelligent data concentrator) for 
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providing access to voice and data networks In accordance with one 
embodiment of the present invention.- 

FIGURE 6 is a' block diagram of an intelligent data concentrator 
cnhfigurftd for performing a process of power management In accordance NAlth 
ah embodiment of the present invention. * 
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DETAILED DESCRIPTION 

In the following detailed de:iCriplion, for purposes of explanation, 
numerous specific details ere set forth in order to provide a thorough 
understanding , of the prftserit invention. However, It. will be apparent to one 
sWlled in the art that the present invention may be practiced without these 
specific details. In other instances, well-known structures and devices are not 
described in detail In order to avoid obscuring aspects of the present invention. 

Some portions of the detailed descriptfons which follow are presented In 
tenns of procedures, steps, logic blocks, processing, and other symbolic 
representations of operations .on datia bits within a conr^puter memory. These 
descriptions and representations are the means used by those skilled In the 
data processing arts to most effectively convey the substance of their work to 
others skilled in the art. A procedure, computer executed step, iogic block, 
process, etc*, is here and generally conceived to be a self-consistent sequence 
of steps of Instructions leading to a desired result The steps are those 
requiring physical manipulations of data representing physical quantities to 
achieve tangible and useful results. It has proven convenient at times, 
principally for reasons of common usage, to refer to these signals as bits, 
values, elements, symbols, characters, terms, numbers or the like. 
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It should be borne in mind, however, that. all of these and similar terms 
are to be associated with the appropriate physical quantities and are merely 
convenient labels applied to these quantities. Unless specifically stated 
otherwise ae apparent from the following discuesione, it is appreciated th^ 
throughout the present invention, discussions utilizing terms such as 
"receiving^ "allowing", •'processing", "lnterpreting^ "providing" or the like, refer, 
to the actions and processes of a computer system, or similar electronic 
computing device, such as Intelligent hardware or an intelligent data 
concentrator The computer system or similar electronic device manipulates 
and transforms data represented as electronic quantities within the computer 
system's registers and memories into other data similarly represented as 
physical quantities .within' the computer system memories into other data 
similarly represented as physical quantities within the computer system 
memories or registers or other such informatiuri storage, transmission, or 
display devices. 

Portions of the present invention are comprised of computer-readable 
and computer executable Instructions which reside, for example, in computer- 
usable media of a computer system or intelligent hardware (e.g., an inielliigent 
data concentrator). It is appreciated that the present invention can operate 
within a number of different computer systems including general purpose 
computer systems, embedded computer systems, and stand alone computer 
systems specially adapted for controlling automatic test equipment. 
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The present Invention provides ^ device and method for power 
management of efectronic devices in a personal area network coupled to 
intelligent hardware, also referred to herein as an intelligent data conoentrator. 
Specificany, the preeortt invention also provides a method and a device thereof 
for automatically turning off the electronic devices or placing the electronic 
devices in a low power mode when they are hot being used or according to 
predefined criteria. The described method can be controlled from a remote 
central control site communicatively coupled to the intelligent hardware over the 
networic, or can be controlled directly from the intelligent hardware. 

Figure 1 Illustrates an exemplary personal area network (PAN) 100 

r 

coupled to a local area network (LAN) 150 in accordance with one embodiment 
of the present Invention, PAN 100 comprises IP telephony 110, notebook 120, 
desktop woricstatlon 130, and printer 140, each of which Is communicatively 
coupled to inleingent data concentrator 210. Intelligent data concentrator 210 Is 
coupled to LAN 150^ thus acting as an interface from the various client devices 
(e.g., comprises IP telephony 110, notebook 120, desktop workstation 130, and 
printer 140) to LAN 15(f 

In one embodiment, the electronic devices of PAN 100 (e.g., compnses 
IP telephony 110, notebook 120, desktop workstation 130, and printer 140) 
receive power over LAN 150 through intelligent data concentrator 210. In the 
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present embodiment, a remote power source transmits power across LAN IScT 

• ^ - 

to intelligent data concentrator 210. Electronic devfces coupled to Intelligent 

s 

data concentrator 210 are configured to receive the power they require to 

* 5 

operate over LAN 150. 

^ s 
Figure 2 is a block diagram 200 of a cross-sfictional view of an 

Intelligent data concentrator 210 in accordance with one embodiment of the 

present invention. This embodiment of the present invention implements 

intelligent hardware that easy to Install and reliably provides an attachment 

point for access to voice and data networks 240^ The embodiment Is 

impfemented through miniaturized hardware that can be Installed Inside of a ■ 

wall or in internal space provided for in an office cubicIe^/One surface 230^of 

this embodiment is intended to be accessible by the end user and would in 

most instances be on an external surface of a workspace. 

5 5 

A plurality of ports 220 are mounted on the cxtomol surface 230 of this 

s 

embodiment In one embodiment, communication port 220 Is an RJ-4i5 jack. 

s 

In another embodiment, port 220 is an RJ-1 1 lack. It should be appreciated 
that port 220 Is not limited to any particular jack, and that any type of 
communication port can be used. Additionally, while intelligent data 
concentrator 210 illustrates four ports 220, it should be appreciated that 
alternative implementations could support a greater or lesser number of ports 
220^ 
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Connections to the central data (LAN) or voicer network 240 are 
terminated at fntelligent data concentrator 210 for coupliny to ports 220, 
Tenninatlon of the network cabling 250 (voice or data) will jarovide for both a- 
reliable electrical and mechanical connection for industry standard 
communications cabling such asCAT-3, GAT-6, CAT-5E or similar caljling. 

5 

In one embodiment, intelligent data concentrator 210 receh^es power 

^ s s 

over network cabling 250 from network 240. A remote power source 260 

s 

transmits power over network cabling 250 to provide Intelligent data 
concentrator 210 with the power it requires to operate. In one embodiment, 
intelligent data concentrator 210Js configured to transmit power to connected 
electronic devices through ports 220.^ 

S 5 

Figure 3 is an illustration of a perspective view 300 of an exemplary user- 
s'' 6- 
accessible surFacc 230 of an intelligent data concentrator 210 in accordance 

with one embodiment of the present invention. A user is able to connect data 

devices to a voice or data network through ports 22oT As described above» ip 

one embodiment of the present invention, intelligent data concentrator 210 is 

configured to transmit power to connected electronic devices through ports 

22of 
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Rgure 4 is a block diagram of an exemplary LAN 400 upon which 

embodiments of the present Invention may be practiced. In one embodirnenl, 

LAN 400 comprises a central contrql site 405 and intelligent hardware 410. 

415, and 420. In one embodiment^ Intelligent hardware 410, 416 and 4i20 are 

jr s 

intelBgent data conconlratore (e.g., Intelligent data conoentrator.2l6 of Figure 2 

^ 5 

or Intelligent data concentrator 602 of Figure 6). In one embodiment, central 
pontrol site 405 can access the intelligence (e.g., intelligence 612 of Figure 6) 
of intelligent hardware 410, 415%nd 420^* In another embodiment, central 
control site 405 is a central data switch or hub. Intelligent hardware 410, 415 

^ S 5' 

and 420 are communicatively coupled to central control site 405 over links 440, 
445 and 450, respectively. In one embodiment, links 440, 445 and 450 are 

network cabling, in one embodiment, links 440, 445 and 450 also are coupled 

y s * * i 

a power source (e.g. power source 250 of Figure 2 or power source 609 of 

Figure 6), such that they provide power to intelligent hardware 410, 415 and 
420. 



5-5- 5 

In one embodiment intelligent hardware 410. 415 and 420 are 
connected to central control site 405 by means of network cabling. In the 
current embodiment, CAT 3 or 5 cabling is used and an Ethernet physical 
interface is employed. However, it should be appreciated that the present 
Invention will work with other types of LANs, such as LANs with differing 
physical connections or adopted for use in RF wireless and optical systems. 
As discussed above, in one embodiment, links 440, 445 and 450 also provide 
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S 5 

power to intelligent hardware 410, 415 and 420. In one embodiment, the 
power is supplied , over network cabling. 



S' s 5 

Intelligent hardware 410 is cuupied to electronic devices ;425a and 425b. 

S S' s 

Similarty, intelligent hardware 416 is coupled to elec^ohic devices 430a» 430b 

and 430c^ and intelligent hardware 420 Is coupled to electronic devices 435a 

and 435b. It should be appreciated that electronic devices can comprise any 

number of data devices or client devices, including but not limited to: computer 

systems, printers, voice IP telephones, and fax machines configured for use 

over voice IP networics. 



In one embodiment, the intelligent hardware is configured to provide 
power to connected electronic devices. For example, in the present 

5 

embodiment, intelligent hardware 410 supplies power to electronic devices 
425a^and 425bf II should be appreciated that electronic devices connected to 
an Intelligent hardware may receive power over LAN 40of Power is supplied to 
the intelligent hardware, and an electronic device configured to receive power 
through the intelligent hardware receives its operating power through the 
intelligent hardware. 

Figure 5 is a flowchart diagram of the steps in a process 500 for power 
management of intelligent hardware (e.g., an intelligent data concentrator) for 
providing access to voice and data networks. Steps of process 500, in the 
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present embodiment, may be implemented wrth any computer languages used 
by those of ordinary skill in the art. 

At step 510, power use data of the intelligent hardware (e.g;, intelligeot 
data concentrator 21 0 of Figure 2 or intelligent data concentrator 602 of Rgure 

is obtained. As described above, the Intelligent hardware Is coupled to ia 
power source and communicatively coupled to a voice or data network. The 
intelligent hardware is configured to communicatively couple a plurality of 
electronic devices to the network. 

5 

At step 520, using the power use data, a power mode of the intelligent 
hardware is determined; In one embodrmenCthe power use data is defined at 
a central control site communicatively coupled over the network to the intelligent 
hardware. The central control site has stored upon It Instruclions regarding the 
power mode of all connected Intelligent hardware. In one embodiment, the 
power use data is user-defined. 

In another embodiment the power use data Is predefined and stored in 
intelligence of said intelligent hardware. In one embodiment, the power use 
data is user-defined, and programmed directly into the intelligent hardware. In 
one embodiment, the power use data Is entered into the Intelligent hardware by 
a coupled electronic device. 




• 
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In one embodiment, the low power mode or off mode is activated 
according to a predetermined power use data based on the time of ;day, week, 
or year. For example, a low power mode win automatically be activated after 
working hours (e.g;, 6:00 PM trirouyh 6:00 AM), over weekends, or during 



holidays. 



It should be appreciated that the present irvventlor^ is custernizable to tit 
the needs of specific users. For example^ If boot time for a device is short the 
intelligent hardware can be powered down in the evenbgs. Conversely, if boot 
time Is long, only specific parts of the Intelligent hardware may be powered 
down. Thus, a user is provided with a low power mode without disrupting their 
specific powerneeds. 

In one embodiment, the power use data is obtained by detecting a level 
of aclivrly of said Intelligent hardware. In the present embodiment, If the 
iiUelligent hardware does not detect a predetermined level of activity for a 
predetennined period of time, the intelligent hardware will automatically be 
placed in a low power mode or off mode. For example, if the Intelligent 
hardware detects no data transfer for a period of one hour, the intelligent 
hardware will automatically be placed In a low power mode or off mode. In one 
embodiment, once a client device begins a data transfer, the intelligent 
hardware is powered on, such that a user Is not required to actively power on 
the device. 
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In another embodiment, acfivity^logs of the Intelligent hardware's 
activities is kept. The Intelligent hardware will implicitly customize its powei 
management to power on the device In tftnes of t^ical user interaction and 
power off fte device in times of no user Interaction. For example. If data 
transfer occurs over the Intelligent hardware every weekday from 7:D0 AM to 
5:00 PM. the intelligent hardware will power on the device during those hours. 
During hours of typical non-use, the intelligent hardware will be powered off. 

In one embodiment, rf no activity is detected over a period of days, ihe 
intelligent hardware will automatically shut off completely, in the present 
embodiment, the intelligent hardware determines that the office or cubicle in 
which the Intelligent hardware is located Is empty, thus necessitating a full 
power off. In the present embodiment, the intelligent hardware will notify Uie 
central operating unit of the shutting off of Ihe intelligent hardware duo to empty 
office or cube space. 

In one embodiment, the intelligent hardware comprises a sensor (e.g., 
sensor 620 of Figure In one embodiment, the present invention comprises 
a motion sensor for detecting a level of motion in a predetermined area 
containing tiie electronic device, in another embodiment, the present invention 
comprises a heat sensor for detecting a level of heat within an area. In anotiier 
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embodiment, the present invention comprises a sound detector (e,g., a 
microphone) for detecting level of sound within an afea. 

In one embodiment, upon the level of delected motion failing below o 
user-defined minlrhum threshold, the Intelligent hardware automatically tiims 
off or is placed in e low powor mode. Upon the level of motion falling below a 
minimum thresshoid, the Intelligent hardware infers that no one is in the. room at 
which the intelligent hardware is located. Thus, no one is using the intelligent 
hardware and the intelligent hardware automatically shuts off or powered 
down. 

In another embodiment, upon the level of detected heat failing below a 
user-defined minimum threshold, the intelligent hardware automatically turns 
off or is placed in a low power mode. Upon the level ot heat falling below a 
minimum threshold, the Intelligent hardware Jfifers that no one Is In the room at 
which the imeJHgent hardware is located. Thus, no one is using the intelligent 
hardware and the electronic device automatically shuts off or Is powered down. 

Similarly, In another embodiment, upon the level of detected sound 
falling below a user-defined minimum threshold, the intelligent hardware 
automatically turns off or is placed in a low power mode. Upon the level of 
sound falling below a minimum threshold, the Intelligent hardware infers that 
no one is in the room at which the intelligent hardware Is located. Thus, no one 
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Is using the intelligent hardware and the intelligent hardware aiitomatically 
shuts off or is powered down. 

In another embodiment, upon any combination of the level of detected 
motion falling below a user-defined minimum threshold, the level of detected 
heat falling below a user-defined minimum threshold, and the level of detected 
sound falling below a user-defined minimum threshold, the intelligent 
hardware automatically turns off or is placed in a low power mode. The 
intelligent hardware infers that no one is in the room at which the electronic 
device is located. Thus, no one is using the intelligent hardware and the 
intelligent hardware automatically shuts off or Is powered down. 

In another embodiment once the level of detected motion, level of 
detected heat, or level of detected sound falls below a user-defined threshold, 
a timer Is activated. Upon ttie passing of a first predetermined time period, the 
Irilelligent hardware automatically turns off or 5s placed in d low power mode. 

The present invention provides for a method and a device thereof for 
automatically turning off an intelligent hardware when It is not being used, 
therefore reducing power costs and wear on the components of the Intelligent 
hardware. 
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It Should be appreciated that a low power mode (e.g., data transfer 
detection is possible) and a power off mode (e.g., nd data transfer detection is 
possible) are both available to the above embodiments. While some 
embodiments lend themselves to otie mode over the other, it should be 
apprediated that either mode is. available for all embodiments discussed 
above. 

Figure 6 is a block diagram 600 of an intelligent data concentrator 602 
configured for performing a process of selectively providing access to a 
network In accordance with an embodiment of the present invention. 



Intelligent data concentrator 602 comprises a first interface 604 for 

's s 

communicatively coupling intelligent data concentrator 602 to network 608 and 

s 

for receiving power transmitted from power source 609 over network 608. 

s 

Intelligent data concentrator 602 also comprises a plurality of second 

interfaces 606a^^or communicatively coupling intelligent data concentrator 

^ s s , 

602 to a plurality of electronic devices 610a^d. In one embodiment second 

interfaces 606^^ are communication ports (e.g., communication ports 220 of 

Figure 2). It should be appreciated that there can be any number of second 

Interfaces 606aHif and that the present invention is not meant to limit the 

number of second interfaces 60Ba^f First interface 604^perating in 

conjunction with second Interfaces 606^d'operates to connect electronic 



devices eiOa^'^o network 608. 
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In another embodiment; second Interfaces 606a-d are configured to 
•provide power to connected electronic devices. >h the present embodiment, 
first interface 604^operatlng In conjunction with second interfaces 6066kI^ 
operates to. connect electronic devices 6.10a-d to power source 609, thus 
providing electronic devices 610a<l"with power. 

Intelligent data concentrator 602 also comprises intelligence 612. In 
one embodiment, intelligence 612'^comprises means for processing and 
interpreting data 614 coupled to the first interface 604, power mode control 
means 616 coupled to the means for processing and interpreting data 614, 
and data storage means 618^ Means for processing arid interpfBting data 614^ 
is intended to Include, but not limited to: a processor, a robust processor and a 
central processing unit (CPU). Data storage means is Intended to include, but 
not limited to: random access memory (RAM), read-only memory (ROM), and 
flash memory. 

In one embodimerit, power mode control means 616"^s a software 
implementation (e,g„ a hardware power mode controller) in intelligent data 

5 5 

concentrator 602. Alternatively, power mode control means 616 can be 
Implemented by hardware or firmware (e.g,, a software or firmware power 
mode controller). In one embodiment, power mode control means 616^*s 
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operable to place intelligent data concentrator 602 in either a standard 
operating mode or a low power or power off mode. 



5 

m one embodiment, power mode control means 616 operates, to detect 
a level of activity (e.g., data transfer) between first interface 604 and second 

interfaces 606shdf and adjust thfe power mode of intelligent data concentrator 

s . . " ■ ' • ^ 

602 accordingly, in one embodiment, intelligent data concentrator 602 has 

instructions stored in data storage means 618 for operating power mode 

control means 61 ef 



In one embodiment, power mode control means 616 operates in 

jr ^ 

conjunction with a central control site (e.5., central control site 405 of Figure 4)' 
of network 608^for performing power management • In another embodiment, 
power mode control means is controlled by a central control site (e.g., central 
control site 405 of Rgure 4^ for adjusting tfie power mode of Intelligent data 
concentrator 602. 



5- • f 

Intelligent data concentrator 602 also comprises a sensor 620 coupled 

to intelligence 612. In one embodiment, sensor 620 is a motion sensor for 

detecting a level of motion in a predetennined area containing intelligent data 

5 -5" 

concentrator 602. In another embodiment, sensor 620 is a heat sensor for 
delecting a level of heat within an area. In another embodiment, sensor 620 is 
a sound detector (e.g., a microphone) for detecting a level of sound within an 
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area. The functionality of sensor 620 Is described in. detail above with 
s 

reference to Figure 5. 

The preferred embodiment of ttie present Invention, a method for power 
management of intelligent hardware for providing access to voice and datfl 
networks, Is thus described. While the present invention has been described 
In particular embodiments. It should be appreciated that the present invention 
should not be construed as limited by such embodiments, but rather construed 
according to the below claims. 
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SECTION 6 



A secure network outlet for supporting IP device address assigning 
functionality. A network access request is received from an electronic device 
conftmunlcatively coupled to intelligent baitlware. In one embodlnnent, a device 
address request is transmitted to a network server. A ftrst device address i$ 
received at the Intelligent hardware from the network server. The intelligent 
hardware then assigns a second device address to the electronic device. In 
another embodiment, the intelligent hardware has a pre-assigned first device 
address and assigns a second device address to the electronic device, such 
that tl^ intelligent hardware eliminates the need for a separate device address 
assigning server. The present invention reduces the conftumption of global 
device addresses within a network, and also provides protection to electronic 
devices by hiding their device addresses from the external network. 
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SECTION 6 

This section 6 relates to the field of computer networks. In particular, this section 6 
relates to a secure network outlet for supporting internet protocol (IP) device address assigning 
fimctionality in an intelligent data concentrator. 

BACKGROUND 

As computer networks increasingly proliferate in society, the number of 
devices coupled to computer netyvorks grows at a fest rate. Traditionally, one 
cable connects a single RJ-45 port of the outlet to a local area networtc (LAN) 
wiring closet and multiple ports requires additional wiring. A rietwork outlet, 
such as a switch or a hub, connects multiple network devicess to LAN port 
located in a wiring closet. 

Additional cables are needed for multiple ports on the network outlet, 
thereby increasing the network layout and cabling while limiting network 
accessibility. As one cable is required to connect each computer to the UVN 
port of the wiring closet, the costs associated with connecting more computers 
to the LAN are very high, partlculariy in wiring and installation costs. 
Additionally, each computer requires a unique global IP address assigned to 
the outlet As such, a large number of global IP addresses are consumed. 
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One limitation with regards to computer networks is that there are only a 
limited number of global IP addresses. As it is becoming moro noceeeary to 
connect more computers to LANs and the Internet, the number of global IP 
addresses being consumed is increasing, thus decreasing the available 
number of global IP addresses. ^ Implementing Network Address Translation 
(NAT) technology in a network outlet is useful in saving the consumption of the 
global routable IP addresses within a LAN. Under NAT, one global IP address 
is assigned to the outlet for connection to the I^N while private IP addresses 
are used to control multiple devices within the personal area network (PAN). 

One drawback to the use of network outlets, such as a stand-alone 
switch or a firewall device, is that the are subject to misuse or theft. Network 
outlets are typteally unmanaged and do not have built-in accese control. In 
particular, network outlets are typically not secure. Furthermore, network 
outlets implementing firewall/security policies are not centrally managed or 
distributed by a trusted source. 

Accordingly, a need exrstsi for a secure network outlet for coupling an 
electronic device to a nehnfork. A need also exists for a method and a device 
thereof which satisfies the above need for supporting IP device address 
assigning funcQonali^. A need also exists for a method and device thereof 
which satisfies the above needs and which reduces the consumpfion of 
available global IP addresses within a network. A need also exists for a 
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method and device thereof that satisfies the above needs and also proteds 
PAN devices by hiding their IP addresses from the external network. 
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SUMMARY 

The present invention provides a socure network outlet for coupfing an 
al&dronic device to a network. The present invention also provides a method 
and a device for supporting IP device address assigning functionality. The 
present invention also provides a method and device that reduces the 
consumption of available global IP addresses within a network. The present 
invention also provides a method and device that protects PAN devices by 
hiding their iP addresses from the external network. 

In one embodiment, the present invention provides a method for 
performing device address assigning functionality in intelligent hardware. A 
nelwork acuess reque%$t is received from an electronic device communicatively 
coupled to the intelligent hardware. In one embodiment, a device address 
request is tr;^nsmitted to a network server. A first de\rtce address is received at 
the intelligent hardware from the nehvork server. The Intelligent hardware then 
assigns a second device address to the electronic device. 

In another embodiment, the intelligent hardware has a pre-assigned first 
device address and assigns a second device address to the electronic device, 
such that the intelligent hardware eliminates the need for a separate device 
address assigning server. The present invention reduces the consumption of 
global device addresses within a network, and also provides protection to 
electronic devices by hiding their device addresses from the external network. 
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In one embodiment, the present Invention comprises a first interface for 
communicatively coupling the Intelligent hardware to the network and a second 
interface for communicatively coupling the intelligent device to a plurality of 
client devices. The intelligent device also comprises a processor coupled to 
the first interface. In one embodiment, the Intelligent device also comprises a 
device address retriever for retrieving a device address from a network server 
and assigning a device address to a connected electronic device. In another 
embodiment, the Intelligent device also comprises a device address assignor 
for assigning a device address to a connected electronic device, such that the 
intelligent device eliminates the need for a separate device address assigning 
server (e-g., network server). 

These and other objects and advantages of the present invention will 
become obvious to those of ordinary skill In the art after having read the 
following detailed description of the preferred embodiments which are 
illustrated in the various drawing figures. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The accompanying drawings, which are incorporated in and fomi a part 
of ttils specification, Illustrate embodiments of the invention and. together with 
the description, serve to explain the principles of the invention: 

FIGURE 1 illustrates an exemplary wired desktop cluster coupled to a 
local area network (LAN) in accordance with one embodiment of the present 
invention. 

FIGURE 2 is a block diagram of a cross-secHonal view of an intelligent 
date concentrator in accordance with one embodiment of the present invention. 

FIGURE 3 is an illustration of a perspective view of an exemplary 
faceplate of an intelligent data concentrator in accordance with one 
embodiment of the present invention. 

FIGURE 4 is a block diagram of an exemplary network upon which 
embodiments of the present invention may be practiced. 

FIGURE 5 is a flowchart diagram of the steps in a process for 
performing devii» address assigning functionaflty In Intelligent hardware (e.g., 
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an intelligent data concentrator) having a device address retriever In 
accordance with one embodiment of the present invention. 

FIGURE 6 fs a flowchart diagram of the steps in a process for 
performing device address assigning functionality in intelligent hardware (e.g., 
an intelligdnt data concentrator) having a device address assignor in 
accordance with one embodiment of the present invention. 

FIGURE 7 is a block diagram of an intelligent data concentrator having a 
device address retriever configured for perfcrming device address assigning 
functionality in accordance with an embodiment of the present invention. 

FIGURE 8 rs a block diagram of an intelligent data concentrator having a 
device address assignor configured for performing device address assigning 
functionality in accordance with an embodiment of the present invention. 
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DETAILED DESCRIPTION 

In the following detailed description, for purposes of explanation, 
numerous specific details are set forth In order to provide a thorough 
understanding of the present invention. However, it will be apparent to one 
sicilled in the art that the present invention may be practiced without these 
specific details. In other instances, well-known structures and devices are not 
described in detail In order to avoid obscuring aspects of the present invention. 

Some portions of the detailed descriptions which follow are presented in 
temris of procedures, steps, logic blocks, processing, and other symbolic 
representations of operations on data bits wiUiin a computer memory. These 
dascriptions and representations arc the moans used by those skilled in the 
data processing arts to most effectively mnvey the substance of their work to 
others skilled in the art A procedure, computer executed step, logic block, 
process, etc., Is here and generally conceived to be a self-consistent sequence 
of steps of instructions leading to a desired results The steps are those 
requiring physical manipulations of data representing physical quantities to 
achieve tangible and useful results. It has proven convenient at times, 
principally for reasons of common usage, to refer to these signals as bits, 
values, elements, symbols, characters, tenns, numbers or the like- 
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It should be bome in mind» however, that all of these and similar terms 
are to be associated vAfh the appropriate physical quantitiea and are merely 
convenient labels applied to these quantities. Unless specifically stated 
otherwise as apparent from the following discussions, it is appreciated that 
throughout the present invention, discussions utilizing terms such as 
"receiving", "transmitting", "^assigning", "performing", "providing" or the like, refer 
to the actions and processes of a computer system, or similar electronic 
computing device, such as intelligent hardware or an intelligent data 
concentrator, the computer system or similar electronic device-manipulates 
and transforms data represented as electronic quantities within the computer 
system's registers and memories into other data similarly represented as 
physical quantities within the oompuler system memories Into other data 
similarly represented ae physical quantities within the computer system 
memories or registers or other such information storage, transmission, or 
display devices. 

Portions of the present Invention are comprised of computer-readable 
and computer executable Instructions which reside, for example, in computer- 
usable media of a computer system or intelligent hardware (e.g.. an intelligent 
data concentrator). It is appredated that the present invention can operate 
within a number of different computer systems Including general purpose 
computer systems, embedded computer systems, and stand alone computer 
systems specially adapted for controlling automatic test equipment. 
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The present Invention provides a secure network outlet for supporting IP 
device address assigning functionality. Specifically, the present Invention 
provides intelligent hardware (e.g.. an intelligent data concentrator) for 
assigning a device address to an electronic device communicatively coupled to 
the intelligent hardware. In one embodiment, the intelligent hardware can 
operate as either a device address retriever for communicating with a network 
server for assigning a device address. In another embodiment^ the intelligent 
hardware operates as a network sender for assigning a device address, such 
that the intelligent hardware eliminates the need for a separate device address 
assigning server. 

Figure 1 illustrates an exefnplery personal area network (PAN) 100 

h 

coupled to a local area nehvork (LAN) 150 in accordance with one embodiment 
of the present invention. PAN 100 comprises IP telephony 110, notebook 120, 
desktop workstation 130, and printer 140, each of which is communicatively 
coupled to intelligent data concentrator 210. Intelligent data concentrator 210 is 
coupled to LAN 150, thus acting as an internee from the various client devices 
(e.g., comprises IP telephony 110%otebook 12of desktop workstation 13ct and 
printer 140)to LAN 150. 

In one embodiment, the electronic devices of PAN 100 (e.g.. comprises 
IP telephony 110, notebook 120, desktop workstation 130, and printer 140) 
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receive power over LAN 150 tfinougJi intelligent data concentrator 210. In the 

present embodiment, a remote power source transmits power ecross LAN 150 

t 

to Intelligent data concentn^tor 210. Electronic devices coupled to intelligent 
data concentrator 210 may be configured to receive power over LAN 150. 



Figure 2 is a block diagram 200 of a cross-sectional view of an 
Intelligent data concentrator 210 in accordance with one embodiment of the 
present invention. This embodiment of the present invention implements 
intelligent hardware that is easy to install and reliably provides an attachment 
point for access to voice and data networks 240. The embodiment is 
implemented through miniaturized Hardware that can be installed Inside of a 
wall or in Intemal space provided for in an ufriiw cubide. One surface 230 of 
this embodiment is intended to be accessible by the end user and would in 
most instances be on an extemal surface of a workspaci5. 



J. ^ 
A plurality of ports 220 are- mounted on the extemal surface 230 of this 

u 

embodiment In one embodiment, communication port 220 is an RJ-45 jack. 

to 

In another embodiment, port 220 is an RJ-11 jack, it should be appredated 
y 

that port 220 is not limited to any particular jack, and that any type of 
communication port can be used. Additionally, while intelligent data 
concentrator 210 illustrates four ports 220, it should be appreciated that 
alternative Implementations could support a greater or lesser number of ports 
22cf. 
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Connections to ttie central data (LAN) or voice network 240 are 
terminated at intelligent data concentrator 210 for coupling to ports 220. 
Temiination of the network cabling 26^(voice or data) will provide for both a 
reliable electrical and mechanical connection for industry standard 
communications cabling such as CAT-3, CAT-6, CAT-5E or similar cabling. 

U 

in one embodiment, intelligent data concentrator 210 assigns a device 
address to electronic devices connected through ports 220 for communicating 
over network 240. Intelligent data concentrator 240 communicates with remote 
network sen/er 260 for assigning device addresses to connected electronic 
devices. In one embodiment, intelligent data concentrator 210 operates as a 
devk:e address retriever iar communicating with network server 260 for 
assigning a device address. 



In one embodiment, mounting hardware attaching Intelligent data 
C 

concentrator 210 to the v\^ll also.comprises a tamper detection means 270. In 

u 

one embodiment, tamper detection means 270 is tamper detection hardware 
or a tamper detection switch. If a user attempts to drcumvent the security 
measures by physically removing intelligent data concentrator 210, the act of 
removing the mounting screws would be detected by tamper detection means 
270 and an alerting message wouki be transmitted to a central control site over 
network 240. In one embodiment, the attempt would be logged and a control 
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meeeagd could be sent to a centralized management station Uiat could 
disallow network traffic on the segment that intelligent data concentrator 210 
was attached to. 



Figure 3 is an Illustration of a perspective view 300 of an exemplary user- 
accessible surface 230 of an Intelligent data concentrator 210 in accordance 
with one embodiment of the present invention, A user Is able to connect data 
devices to a voice or data networic through ports 220. As described above, in 
one embodiment of the present invention, intelligent data concentrator 2li Is 
configured to transmit power to connected electronic devices through ports 

220. 



Figure 4 Is a blocic diagram of an exemplary LAN 400 upon which 
embodiments of the present invention may be practiced. In one embodiment, 

t h ^ y 

LAN 400 comprises network server 405 and intelligent hardware 410, 415. and 
420*! In one embodiment, Intelligent hardware 410*^ 416^and 42cfare Intelligent 
data concentrators (e.g., intelligent data concentrator 21^ of Figure 2, intelligent 
data concentrator 702 of Figure 7 or intelligent data concentrator 802 of Figure 
8). In one embodiment, networkjseiver 405 is used for retrieving and 
assigning a device address to an. electronic device communicatively coupled to 
intelligent hardware 41((, 41^and 42o! 420^are communicatively coupled to 
network server 405 over links 440, 445 and 450, respectively. In one 
embodiment, links 440, 445 and 450are network cabling. In one embodimeiil, 
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links 440, 445 and 450 also are cxsupled a power source (e.g. power source 



250 of Figure 2^or power source 609^of Figure 6X such thai ttiey provide 
to Intelligent hardware 41 & 415^and 4205^ 



power 



In one embodiment, intelligent hardware 41(^r415^and 420^are 
connected to network server 405 by means of network cabling. In the current 
embodiment CAT 3 or 5 cabling is used and an Ethernet physical Interface is 
employed. However, it should be appreciated that the present Invention will 

i 

work with other types of LMs, such as LANs with difTering physical 
connections or adopted for use In RF wireless and optical systems. As 
discussed above, In one embodiment, links 44 44^ and 45o''also provide 
power to intelligent hardware 41(^ 415^and 420^ In one embodiment, the 
power IS supplied over nehvork cabling. 

Intelligent hardware 410 is coupled to electronic devices 425a and 425b. 

Similarly, intelligent hardware 415% coupled to electronic devices 430at 430t>' 

c c . 

and 430c, and intelligent hardware 420 is coupled to electronic devices 4353 

and 435b. It should be appreciated that electronic devices can comprise any 

number of data devices or client devices, inctuding but not Hmited to: computer 

systems, printers, voice IP telephones, and fax machines configured for use 

over voice IP networks* 
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In one embodiment the intelligent hardware is cxinfigured to provide 
power to connected electronic devices. For example, in the present 
embodiment intelligent hardware 410 supptiesi power to electronic devices 
425a and 42Sb. It should be appreciated that eiectronic devices connected to 
an intelligent hardware may receive power over LAN 400!^ Power is supplied to 
the intelligent hardware, and an electronic device configured to receive power 
through the intelligent hardware receives its operating power through the 
intelligent hardware. 

Rgure tls a flowchart diagram of the steps in a process SOcffor 
perfonming device address assigning functionality in intelligent hardware (e.g., 
intelligent data concentrator 702^of Figure 7^ having a device address retriever 
in accordance with one embodiment of the present invention. Stops of prooese 
500, in the present embodiment, may be Implemented witli any oomputer 
languages used by those of ordinary skill in the art 

At step 510 of process 500, the intelligent hardware having a device 
address retriever receives a network access request from a connected 
electronic device. It should be appreciated that a network access request is 
intended to include any request for data over a network. In one embodiment, 
the network access request is a request to communicate with a computer 
^ytstern located on a corporate network. In another embodiment, the network 
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access request is a request to communicate with a computer system located 
on the Internet 

At step 520, the inteDigent hardware transmits a device address request 
to a network server. It should be appreciated that in order for an electronic 
device to communicate over a network, it requires a device address. The 
device address operates to ensure that data packets are sent to the con^ect 
electronic device* In one emt>6dlment, the device address is an Internet 
Protocol (IP) address. In one embodiment, the network server is a Dynamic 
Host Configuration Protocol (DHCP) server. 



At step 530, the intelligent hardware receives a device address (e.g., and 
IP address) from the network server. In one emt>odiment the device address 
is a global IP address. 



At step 540, the intelligent hardware assigns a device address to the 
electronic device. In one embodiment, the intelligent hardware assigns the 
device address received from the network server to the electronic device. In 
another embodiment, the intelligent hardware assigns the electronic device a 
private device address. In one embodiment, the private device address is a 
private IP address. The present. embodiment protects electronic devices 
connected to the Iritellfgent hardware by hiding their IP addresses from the 
external network. 
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Figure ^is a flowchart diggram of the steps In a procees 600 for 
performing device address assigning functior»ality In intelligent hardware (e.g., 
Intelligent data concentrator 802 of Figure 8) having a device address assignor 
in accordance with one embodiment of the present Invention. Steps of process 
boo!' in the present embodiment, may be Implemented with any computer 
languages used by those of ordinary sViW in the art. 

At step 61(f of process 6d(if the intelligent hardware having a device 
address assignor receives a network access request from a connected 
electronic device. It should be appreciated that a network access request is 
intended to include any request for data over a network. In one embodiment, 
the network access request is a request to communicate with a computer 
system located on a corporate network. In another embodiment, the network 
access request is a request to communicate with a computer system located 
on the internet. 

At step 620^ the intelligent hardware assigns a device address to the 
electronic device, such that said intelligent hardware eliminates the need for a 
separate device address assigning sender. In the present embodiment, the 
device address assignor operates as a device address assigning server. In 
one embodiment, the device address assignor operates as a DMCP server. 
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In one embocJiment, the intelligent hardware assigns Ihe electronic 
device a public device address, in another embodiment, the intelligent 
hardware assigns the electronic device a private device address. In one 
embodiment, the private device address is a private IP address. The present 
embodiment protects electronic devices connected to the Inteliigent hardware 
by hiding their IP addresses from the external netwoiK In one embodiment, the 
intelligent hardware has a preassigned device address. 

Figure 7 is a block diagram 700 of an Intelligent data concentrator 702 
having a device address retriever 716 configured for perfomiing device address 
assigning nincOonaiity In accordance with an embodiment of the present 
invention. In one embodiment, intelligent data concentrator 702 is conHgured 
to perform a process for performing device address assigning functionality as 
described above in process 600 of Figure 5. 

Intelligent data concentrator 702 comprises a first interface 704 for 
communicatively coupling intelligent data concentrator 702 to network 708.^ 
Intelligent data concentrator 702 also comprises a plurality of second 
Interfaces 706a-d for communicatively coupling Intelligent data concentrator 
702^0 a plurality of efectronic devices 710a-d.^ In one embodiment, second 
interfaces 706a-d are communication ports (e.g., communication ports 220 of 
Figure 2). It should be appreciated that there can be any number of second 
interfaces 706a-d, and that the present invention is not meant to limit the 
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number of second interfaces 70b^^ First Interface 704'operating in 
conjunction with second interfacee 706a-(/' operates to connect electronic 
devices 710a-d to network 70B. 



Intelligent data concentrator 70:^also comprises Intelligence 712^^ In 

c 

one embodiment, Intelligence 712 comprises processor 714 coupled to the 
first interface 704 and status device address retriever 716 coupled to the 
means for processing and Interpreting data 714. In one embodiment, 
processor 714 is a robust processor. In another embodiment, processor 714 
is a central processing unit (CPU). 



In one embodiment, device address reliiever 716 is a software 
implementation in intelligent data concentrator 702. Alternatively, device 
address retriever 716 can be implemented by hardware or firmware (e.g., a 
software or fimiware device address retriever). 



In one embodiment, device address retriever 716 operates to obtain a 
device address for electronic devices connected to intelligent data concentrator 
702 through second interfaces 706a-d by communicating with network server 
709. In one embodiment, network server 709 is a DHCP server In one 
embodiment, the device addresses are IP addresses. 
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Figure 8 is a block diagram 800 of an intelligenl data concentrator 802 
having a device address assignpr 816 configured for performing device 
address assigning functionality in accordance with an embodiment of the 
present invention. In one embodiment, Intelligent data concentrator B02^is 
configured to perfonn a process for performing device address assigning 
functionality as described above in process 600 of Figure 6^ 

Intelligenl data concentrator Soi" comprises a first Interface 804'fbr 
communicatively coupling intelligent data concentrator 802^ to network aost 
Intelligent data concentrator 802^also oomprises a plurality of second 
Interfaces 806a^c/'for communicatively coupling intelligent data concentrator 
802 to a plurality of electronic devices 810a-d. In one embodiment, second 
interfaces 806s^^are communlration ports (e.g., communication ports 220^of 
Figure 2). It should be appredaled that there can be ^r\y number of second 
Interfaces 806a-d, and that the present invention is not meant to limit the 
number of second Interfaces 806£hd.^ Rret Interface 804*^operating in 
conjunction with second interfaces 806a*-d^operates to connect electronic 
devices 810a-d to network 808. 



Intelligent data concentrator 80:^also comprises intelligence 812^. In 
one embodiment, intelligence 812 comprises processor Sl^coupled to the 
first interface 804 and device address assignor 616 coupled to the means for 
processing and interpreting data 814. In one embodiment, processor 814 is a 
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robust processor. In another embodiment, processor 814 is a central 
processing unit (CPU). 

In one embodiment, device address assignor 816 is a software 
implementation In intelligent data concentrator B^'i^ Alternatively* device 
address assignor Sie'can be Implemented by hardware or fimiware (e.g., a 
software or firmware device address assignor). In one embodiment, device 
address assignor 816 is a DHCP server. 

In one embodiment, device address assignor 816 operates to assign a 
device address for electronic devices connected to Intelligent data concentrator 
802 through second Interfaces 806a-d without requiring a separate device 
assigning server. In one embodiment, the device addresses are IP 
addresses. In one embodiment. Intelligent data concentrator 802 has a pre- 
assigned device address. 

The prefen-ed embodiment! of the present invention, a secure network 
outlet for supporting IP device address assigning functionality, is thus 
described. While the present invention has been described in particular 
embodiments, It should be appreciated that the present Invention should not 
be construed as limited by such embodiments, but rather construed according 
to the below claims. 
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CLAIMS 
We claim: 

1. A method for managing wireless access to a network, 
comprising: 

providing wireless communication in a network; 

providing a firewall protection between said network and a 

wireless access devices- 
submitting an identification code to said network from said 

wireless access devices- 
determining the validity of said identification codes- 
granting wireless network access to said wireless access 

device when said identification code is valid; 

denying wireless network access to said wireless access 

device when said identification code is not valid; and 

issuing an alert when said identification code is not 



2. The method described in Claim 1, wherein said providing 
said wireless communication is accomplished with an -'intelligent 
concentrator enabled for wireless comonnainication . 

3. The method described in Claim 2, wherein said providing 
said wireless communication is accomplished in circuitry 
resident in said intelligent concentrator. 

4. The method described in Claim 1, wherein said 
identification code is the media access control number of said 
wireless access device. 

5. The method described in Claim 1, wherein said determining 
said validity of said identification code is accomplished by 
reference to a list of valid identification codes. 



valid. 



6. The method described in Claim 5, wherein said list of valid 
identification codes is resident in said intelligent 
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concentrator . 

7. The method described in Claim 5, wherein said list of valid 
identification codes is resident in a server in said network. 

8. The method described in Claim 1, wherein said denying said 
wireless access to said network is accomplished simultaneously 
with granting access to wireless access devices with valid 
identification codes. 

9. The method described in Claim 1, wherein said network is a 
wireless personal area network. 

10. A computer network, coiiqprising : 
© a server; 

a wireless connection device communicatively coupled with 
said server; 

a wireless access device enabled to wirelessly submit an 
identification code to said wireless connection device; and 

a firewall communicatively coupled to said server and said 
wireless connection device, wherein said firewall is enable to 
grant network access to said wireless access device when said 
identification code is valid and to deny access to said network 
by said wireless access device and issue an alert when said 
identification code is not valid. 

11. The computer network described in Claim 10, wherein said 
server is an internet portal - 

12. The coxiputer network described in Claim 10, wherein said 
wireless coxmection device is an intelligent concentrator 
enabled for wireless communication. 

13. The computer network described in Claim 10, wherein said 
wireless access device is a wirelessly enabled laptop conputer. 

14. The computer network described in Claim 10, wherein said 
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wireless access device is a wirelessly enabled personal data 
assistant . 

15 • The coirputer network described in Claim 10, wherein said 
wireless access device is a wireless telephone enabled for data 
comrauni cation • 

16. The coitputer network described in Claim 10, wherein said 
wireless access device is a wirelessly enabled computer 
peripheral device. 

17. The computer network described in Claim 10, wherein said 
firewall is a distributed firewall and is resident in said 
intelligent concentrator. 

18. The computer network described in Claim 17, wherein said 
distributed firewall is enabled to obtain a list of valid 
identification codes from said server. 

19. The network described in Claim 18, wherein said distributed 
firewall is enabled to verify the validity of said 
identification code submitted from a wireless access device. 

20. An intelligent concentrator, comprising: 
a housing; 

a cable coimector coupled to said housing and adapted to 
communicatively couple said intelligent concentrator to a 
network data cable; 

electronic circuitry mounted in said housing enabled to 
wirelessly communicate with a wireless access device and a 
network; and 

a distributed firewall resident in said electronic 
circuitry wherein said firewall is enabled to control the access 
to said network of said wireless access device. 

21. The intelligent concentrator described in Claim 20, wherein 
said intelligent concentrator is enabled as a hub of a personal 
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area network. 

22. The intelligent concentrator described in Claiin 20, wherein 
said distributed firewall is enabled to obtain a list of valid 
identification codes from a server in said network. 

23. The intelligent concentrator described in Claim 20, wherein 
said distributed firewall is enabled to verify validity of an 
identification code submitted by a wireless access device. 

24. The intelligent concentrator described in Claim 20, wherein 
said distributed firewall is enabled to deny access to said 
wireless access device if said identification code is not valid. 

25. The intelligent concentrator described in Claim 20, wherein 
said distributed firewall is enabled to issue an alarm to a 
network manager if said identification code is not valid- 

26. A method for efficiently managing a network comprising: 

a) providing an intelligent device, said intelligent 
device comprising: 

a first interface for communicatively coupling said 
intelligent device to said network; 

a second interface for comomunicatively coupling said 
intelligent device to a plurality of electronic devices such 
that each said electronic device is communicatively coupled to 
said network; 

a processor coupled to said first interface and said 
second interface; and 

a status information provider coupled to said 
processor; and 

b) accessing said status information provider over said 
network such that said intelligent device is configured to be 
monitored remotely. 

27. A method as recited in Claim 26 wherein said intelligent 
device is communicatively coupled over said network to a 
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coirputer system, said computer system for accessing said status 
information provider. 

28. A method as recited in Claim 27 wherein said computer 
system is a remote monitoring unit. 

29. A method as recited in Claim 26 wherein said status 
information provider is configured to obtain status information 
of said intelligent device and provide said status information 
of said intelligent device for remote access . 

30. A method as recited in Claim 26 wherein said intelligent 
device is configured to be assigned a distinct device location 
identifier associated therewith. 

31. A method as recited in Claim 26 wherein said electronic 
device is a client device. 

32. A method as recited in Claim 27 Wherein said coirputer 
system comprises a display for displaying said status 
infoinnation of said intelligent device. 

33. A method as recited in Claim 32 wherein said display 
coirprises a graphical user interface configured for allowing a 
user to interact with said status information of said 
intelligent device. 

34. A method as recited in Claim 26 wherein a log is generated 
for said intelligent device, said for storing said status 
information therein. 

35. A method as recited in Claim 32 wherein said display is for 
displaying graphical representation of said network. 

36. A method as recited in Claim 26 wherein said intelligent 
device is coupled to a power source over said network, said 
power source for providing power to said intelligent device. 
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37. A method as recited in Claim 36 wherein a power level of 
said intelligent device is controlled over said network. 

38. Aa intelligent device coinprising: 

a first interface for comrminicatively coupling said 
intelligent device to a network; 

a second interface for communicatively coupling said 
intelligent device to a plurality of electronic devices such 
that each said electronic device is communicatively coupled to 
said network; 

a processor coupled to said first interface and said second 
interface; and 

a status information provider coupled to said processor, 
said status information provider configured to obtain status 
information of said intelligent device and provide said status 
information of said intelligent device for remote access. 

39. The device of Claim 38 wherein the processor both processes 
and interprets data. 



40. An intelligent device as recited in Claim 38 wherein said 
intelligent device is coinmunicatively coupled over said network 
to a computer system, said computer system for accessing said 
status information provider. 

41. An intelligent device as recited in Claim 40 wherein said 
computer system is a remote monitoring unit. 

42. An intelligent device as recited in Claim 38 wherein said 
intelligent device is configured for assigning a distinct device 
location identifier associated therewith. 

43. An intelligent device as recited in Claim 38 wherein said 
electronic device is a client device. 

44. An intelligent device as recited in Claim 39 wherein said 
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conputer system coinprises a display for displaying said status 
information of said intelligent device. 

45. An intelligent device as recited in Claim 42 wherein said 
display comprises a graphical user interface configiired for 
allowing a user to interact with said status information of said 
intelligent device. 

46. An intelligent device as recited in Claim 38 wherein a log 
is generated for said intelligent device, said for storing said 
status information therein. 

47. An intelligent device as recited in Claim 44 wherein said 
display is for displaying graphical representation of said 
network . 

48. An intelligent device as recited in Claim 38 wherein said 
intelligent device is coupled to a power source over said 
network, said power source for providing power to said 
intelligent device. 

49. An intelligent device as recited in Claim 48 wherein a 
power level of said intelligent device is controlled over said 
network. 

50. A multi- configuration network connection point device 
comprising: 

a first connection interface including a primary coxmection 
port for coraniunicatively . coupling to an upstream network device; 

a second connection interface including a secondary 
connection port for communicatively coupling to a downstream 
network device via a wireless technology, wherein said second 
connection interface is adapted to be secured in a fixed 
location while conveniently providing said comommicatively 
coupling to a downstream network device via a wireless 
technology; and 

a comrmmication bus for communicatively coupling said first 
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connection interface to said second connection interface. 

51. The device of Claim 50 wherein said interface is coupled to 
said body. 

52. The device of Claim 50 further comprising: 

a means for intelligently concentrating data from a 
plurality of interface connection ports included in said second 
connection interface for communication on said primary 
connection port of said first connection interface. 

53. A multi-configuration network connection point device of 
Claim 50, 51, or 52 wherein said first connection interface 
comprises a single primary interface connection port. 

54. A imilti-configuration network connection point device of 
Claim 50, 51, or 52 wherein said secondary connection interface 
comprises a plxorality of interface connection ports. 

55. A multi- configuration network connection point device of 
Claim 50, 51, or 52 wherein said first connection interface 
couples to a singular communication path to an upstream device. 

56. A multi-configuration network connection point device of 
Claim 50, 51, or 52 wherein said secondary connection interface 
is configured for convenient placement in fixed locations in a 
manner that facilitates maintenance of system integrity and 
security. 

57. A multi- configuration network connection point device of 
Claim 52 further comprising a means for processing and 
interpreting data coupled to a first interface. 

58. A multi-configuration network connection point device of 
Claim 57 further comprising a fault detection means coupled to 
the means for processing and interpreting data. 
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59. A* multi-configuration network connection point device of 
Claim 52 further comprising: 

a processing unit for processing information; and 
a memory for storing said information. 

60. A multi-configuration network connection point method 
coinprising: 

providing a single connection point on a primary 

communication interfaces- 
providing a plurality of connection points on a secondary 

communication interface; and 

coupling the single connection point on a primary' 

communication interface to the pl\irality of connection points on 

a secondary communication interface. 

61. The multi-configuration network connection point method of 
Claim 60 wherein the single connection point couples to a single 
communication path (e.g., to upstream network devices). 

62. The imilti-configuration network connection point method of 
Claim 60 wherein the single connection point is configured for 
fixed placement in a concealed environment. 

63. The multi-configuration network connection point method of 
Claim 60 wherein the secondary communication interface is 
adapted to be secured in a fixed location while conveniently 
providing said communicatively coupling to a downstream network 
device via a wireless technology. 

64. The multi-configuration network comiection point method of 
Claim 60 further comprising intelligently concentrating data 
from a plurality of interface connection ports included of said 
second connection interface for communication on said primary 
connection port of a first connection interface. 

65. An apparatus, for multiplexing signals at a work center in a 
network, comprising: 
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a work center mountable housing; 

two or more network connection devices coupled with said 
work center mountable housing; 

cabling, electronically and communicatively coupling said 
apparatus with said network and enabled to carry said 
multiplexed signals; 

an electrical power connection device; and, 

electronic circuitry, coupled with said work center - 
mountable housing and electrically and comrrainicatively coupled 
with said network connection devices; wherein said electronic 
circuitry is enabled to control the multiplexing of said signals 
in network cabling connected to said network connection devices, 
such that multiplexing of signals emanating from said work 
center and deimiltiplexing of network signals intended for said 
work center are accomplished locally at said work, center. 

66- An apparatus as described in Claim 65 wherein said network 
connection devices are capable of connecting data lines. 

67. An apparatus as described in Claim 65 wherein said network 
connection devices are capable of connecting voice telephone 
lines . 

68. An apparatus as described in Claim 65 wherein said network 
connection devices are capable of connecting to and delivering 
device power. 

69. An apparatus as described in Claim 65 wherein said 
electronic circuitry is capable of communicating system 
info2:mation to said network. 

70. An apparatus as described in Claim 65 wherein said 
electronic circuitry is further enabled to assist maintenance of 
network security. 

71. An apparatus as described in Claim 65 wherein said 
electronic circuitry is further enabled to assist monitoring of 
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device electrical power. 

72. An apparatus as described in Claim 71 wherein said 
electronic circuitry is powered by said device electrical power. 

73 . A method for providing network device connection at a work 
center, comprising: 

providing a network connection device at said work center 

capable of connecting a network device to a networks- 
sensing an identity of said network device when said 

network device is connected to said network connection device; 
determining a power requirement of said network device; 
delivering electrical power to said network device; 
multiplexing data signals and said electrical power between 

said network and said network device; and 

monitoring said electrical power supplied to said network 

device in said network. 

74. The method described in Claim 73, wherein said step of 
providing a network connection -device is accoxiplished with a 
modular cable connector. 

75. The method described in Claim 73, wherein said step of 
multiplexing signals is capable of multiplexing network data 
signals . 

76. The method described in Claim 73, wherein said step of 
multiplexing signals is capable of multiplexing voice telephone 
signals . 

77. The method described in Claim 73, wherein said step of 
multiplexing signals is accomplished at said work center. 

78. The method described in Claim 73, wherein said network 
connection device is enabled to connect to and deliver device 
electrical power. 
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79. The method described in Claim 73, wherein said network 
connection device is enabled to communicate system information 
to said network. 



connection device is enabled to monitor and control device power 
delivery - 

81- A system for connecting a network, comprising: 

a network comprising one or more servers and one or more 
work centers; 

cabling communicatively connecting said work centers and 
said servers in said network; 

caiDling capable of delivering electrical power to said work 
centers; and, 

one or more network connection devices enabled to 
intelligently multiplex communication and electrical power 
between a plurality of devices in said work centers and said 
network . 

82. The system described in Claim 81, wherein said work centers 
coitprise computers . 

83. The system described in Claim 81, wherein said work centers 
conprise computer peripheral devices. 

84. The system described in Claim 81, wherein said work centers 
comprise VOIP enabled telephones. 

85. The system described in Claim 81, wherein said network 
connection devices are enabled to connect to other network 
connection devices in a daisy-chain fashion. 

86. The system described in Claim 81, wherein said network 
connection devices comprise circuitry enabled to assist in 
maintaining the security of said network. 



80. 



The method described in 



Claim 73, wherein said network 
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87. The system described in Claim 81, wherein said network 
coimection devices comprise circuitry enabled to assist in 
managing the infrastructure of said network. 

88. The system described in Claim 81, wherein said network 
connection devices corrprise circuitry powered by said network 
device electrical power. 

89. A method for controlling power for intelligent hardware 
coirtprising: 

a) obtaining power use data of said intelligent hardware, said 
intelligent hardware coupled to a power source and 
communicatively coupled to a network and configured to 
communicatively couple a plurality of electronic devices to said 
network; 

b) using said power use data to determine a power mode of said 
intelligent hardware. 

90. A method as recited in Claim 89 wherein said intelligent 
hardware comprises: 

a first interface for coupling said intelligent hardware to 
said power source and communicatively coupling said intelligent 
hardware to said network; 

a second interface for communicatively coupling said 
intelligent hardware to said plurality of electronic devices 
such that each said electronic device is communicatively coupled 
to said network; 

a processor coupled to said first- interface and said second 
interface; and 

a power mode controller coupled to said processor. 

91. A method as recited in Claim 89 wherein said intelligent 
hardware is communicatively coupled over said network to a 
central control site, said central control site for defining 
said power use data. 

92. . A method as recited in Claim 89 wherein said power use data 



wo 02/102019 



PCT/DS02/12879 



152 

is predefined and stored in intelligence of said intelligent 
hardware . 

93. A method as recited in Claim 89 wherein said power use. data 
is user-defined. 

94. A method as recited in Claim 89 wherein said power use data 
is obtained by detecting a level of activity of said intelligent 
hardware . 

95. A method as recited in Claim 89 wherein said power use data 
is obtained by detecting a level of activity within a 
predetermined area, said predetermined area containing said 
intelligent hardware. 

96. A method as recited in Claim 95 wherein said level of 
activity is detected by a motion detector. 

97. A method as recited in Claim 95 wherein said level of 
activity is detected by a heat sensor. 

98. A method as recited in Claim 95 wherein said level of 
activity is detected by a sound detector. 

99. A method as recited in Claim 89 wherein said intelligent 
hardware is configured to supply power from said power source to 
said plurality of . electronic devices. 

100. An intelligent device comprising: 

a first interface for coupling said intelligent device to 
said power source and communicatively coupling said intelligent 
device to said network ; 

a second interface for communicatively coupling said 
intelligent device to a plurality of electronic devices such 
that each said electronic device is communicatively coupled to 
said network; 

a processor coupled to said first interface and said second 



wo 02/102019 



PCT/OS02/12879 



153 

interface; and 

a power mode controller coupled to said processor, said 
power mode controller configured to obtain power use data of 
said intelligent device and configured to use said power use 
data to determine a power mode of said intelligent device. 

101. The device of Claim 100 wherein said processor both 
processes and interprets data. 

102. An intelligent device as recited in Claim 100 wherein said 
intelligent device is corarminicatively coupled over said network 
to a central control site, said central control site for 
defining said power use data. 

103. An intelligent device as recited in Claim 100 wherein said 
power use data is predefined and stored in intelligence of said 
intelligent device. 

104. An intelligent device as recited in Claim 100 wherein said 
power use data is user-defined. 

105. An intelligent device as recited in Claim 100 wherein said 
power use data is obtained by detecting a level of activity of 
said intelligent device. 

106- An intelligent device as recited in Claim 100 wherein said 
power use data is obtained by detecting a level of activity 
within a predetermined area, said predetermined area containing 
said intelligent device. 

107. An intelligent device as recited in Claim 106* wherein said 
level of activity is detected by a motion detector. 

108- An intelligent device as recited in Claim 106 wherein said 
level of activity is detected by a heat sensor. 

109. An intelligent device as recited in Claim 106 wherein said 
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level of activity is detected by a sound detector. 

110. An intelligent device as recited in Claim 101 wherein said 
intelligent device is configured to supply power from said power 
source to said electronic devices. 

111. A method for performing device address assigning 
functionality in intelligent hardware, said method comprising: 

receiving a network access request from an electronic 
device comrminicatively coupled to said intelligent hardware; and 

assigning a device address to said electronic device 
communicatively coupled to said intelligent hardware. 

112. The method of Claim 111 further comprising the steps of 
transmitting a device address request to a network server 
communicatively coupled to said intelligent hardware; receiving 
a first device address from said network server communicatively 
coupled to said intelligent hardware, the device address 
assigned to said electronic device communicatively coupled being 
a second device address. 

113. The method of Claim 111 wherein said intelligent hardware 
having a first device address, said intelligent hardware 
eliminating the need for a separate device address assigning 
server, said assigning step assigning a second device address to 
said electronic device. 

114. A method as recited in Claim 111, 112 or 113, wherein said 
intelligent hardware coitprises:. 

a first interface for communicatively coupling said 
intelligent hardware to a network, said network comprising said 
network server; 

a second interface for communicatively coupling said 
intelligent hardware to a plurality of" said electronic devices 
such that .each said electronic .device is .communicatively coupled 
to said network; 

a processor coupled to said first interface and said second 
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interface; and 

a device address retriever coupled to said processor. 

115. A method as recited in Claim 112 or 113 wherein said first 
device address and said second device address are an IP 
addresses . 

116. A method as recited in Claim 112 or 113 wherein said 
network server comprises a DHCP server. 

117. A method as recited in Claim 112 or 113 wherein said first 
device address is the same as said second device address. 

118. A method as recited in Claim 112 or 113 wherein said first 
device address is a global device address. 

119. A method as recited in Claim 112 or 113 wherein said second 
device address is a private device address. 

120. An intelligent device for performing device address 
assigning functionality comprising: 

a first interface for communicatively coupling said 
intelligent device to. a network; 

a second interface for communicatively coupling said 
intelligent device to a plurality of electronic devices such 
that each said electronic device is communicatively coupled to 
said network; 

a processor coupled to said first interface and said second 
interface; and 

a device address retriever coupled to said processor for 
retrieving a first device address for said intelligent device 
from a network server of said network and for assigning a second 
device address to said electronic device. 

121. An intelligent device as recited in Claim 120 wherein said 
first device address and said second device address are IP 
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addresses . 

122. An intelligent device as recited in Claim 121 wherein said 
network server is a DHCP server. 

123. An intelligent device as recited in Claim 121 wherein said 
first device address is the same as said second device address . 

124. An intelligent device as recited in Claim 121 wherein said 
first device address is a global device address. 

125- An intelligent device as recited in Claim 121 wherein said 
second device address is a private device address. 

126. An intelligent device for performing device address 
assigning fimctionality, said intelligent device having a first 
device address / said intelligent device coinprising: 

a first interface for communicatively coupling said 
intelligent device to a network; 

a second interface for communicatively coupling said 
intelligent device to a plurality of electronic devices such 
that each said electronic device is comnnunicatively coupled to 
said network; 

a processor coupled to said first interface and said second 
interface; and 

a device address assignor coupled to said processor for 
assigning a second device address to said electronic device. 

127. An intelligent device as recited in Claim 126 wherein said 
first device address and said second device address are IP 
addresses . 

128. An intelligent device as recited in Claim 126 wherein said 
device address assignor is a DHCP server. 

129. An intelligent device as recited in Claim 126 wherein said 
first device address is the same as said second device address. 
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130. An intelligent device as recited in Claim 126 wherein said 
first device address is a global device address. 

131. An intelligent device as recited in Claim 126 wherein said 
second device address is a private device address . 
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